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Zertifizierungsprogramm 

Die Zertifizierungsstelle der TÜV Informationstechnik GmbH ist als Zertifizierungsstelle gemäß Artikel 
30.2 der „VERORDNUNG (EU) Nr. 910/2014 DES EUROPÄISCHEN PARLAMENTS UND DES RATES vom 
23. Juli 2014 über elektronische Identifizierung und Vertrauensdienste für elektronische 
Transaktionen im Binnenmarkt und zur Aufhebung der Richtlinie 1999/93/EG“ von der 
Bundesnetzagentur (Deutschland) notifiziert.  

Die Zertifizierungsstelle führt ihre Zertifizierung für qualifizierte Signatur-/Siegelerstellungseinheiten 
(QSCD) auf der Grundlage des folgenden Zertifizierungsschemas durch: 

■ „Certification Process for eIDAS conformant QSCDs of the certification body of TÜV 
Informationstechnik GmbH“, Version 1.2 vom 27.10.2020; die aktuelle Version kann heruntergela-
den werden von: www.tuvit.de/en/services/eid-trust-services/qscd/  

Der Zertifizierungsprozess für eIDAS-konforme QSCDs macht von der alternativen Methode nach 
Artikel 30.3 (b) der eIDAS Gebrauch. 

Evaluierungs- / Zertifizierungsbericht 

■ “Evaluation Technical Report Summary (ETR Summary) proNEXT SignatureActivationModule, 
Version 1.0.0, V3” vom 09.12.2020, TÜV Informationstechnik GmbH – Prüfstelle für IT-Sicherheit 

Aufgrund der Re-Zertifizierung des HSM (siehe Kapitel Betriebsbedingungen unten) hat der Hersteller 
die EVG-Dokumentation angepasst und die neue Zertifizierungs-ID des HSM aufgenommen.   

Die Prüfstelle für IT-Sicherheit der TÜV Informationstechnik GmbH hat die Auswirkungsanalyse und 
die geänderte Dokumentation des Herstellers mit besonderem Augenmerk auf die korrekte Zitierung 
des neuen HSM-Zertifikats und auf die Gültigkeit der kryptographischen Algorithmen bewertet. Am 
2023-12-13 bestätigte die Prüfstelle, dass der EVG weiterhin die Anforderungen der Common Criteria 
erfüllt und dass der ETR unter Berücksichtigung der geänderten Dokumentation weiterhin gültig ist. 

Evaluierungsanforderungen 

Die Evaluierungsanforderungen sind definiert in: 

■ Anhang II der VERORDNUNG (EU) Nr. 910/2014 DES EUROPÄISCHEN PARLAMENTS UND DES RATES 
vom 23. Juli 2014 über elektronische Identifizierung und Vertrauensdienste für elektronische 
Transaktionen im Binnenmarkt und zur Aufhebung der Richtlinie 1999/93/EG 

http://www.tuvit.de/en/services/eid-trust-services/qscd/
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Evaluierungsgegenstand 

Der Evaluierungsgegenstand ist die qualifizierte elektronische Signaturerstellungseinheit (QSCD) 
„proNEXT SignatureActivationModule“, Version 1.0.0.  

Beschreibung des Evaluierungsgegenstands 

Die QSCD besteht aus einer Softwarekomponente (kurz EVG) in einer speziellen geschützten 
Umgebung und einem nach EN 419 221-5 zertifizierten kryptographischen Modul (HSM). Es handelt 
sich um eine Remote-QSCD, bei der der qualifizierte Vertrauensdiensteanbieter die elektronischen 
Signaturerstellungsdaten im Auftrag eines Unterzeichners verwaltet. 

Der EVG ist das Softwareprodukt „proNEXT SignatureActivationModule“ (SAM), das das Signatur-
aktivierungsprotokoll (SAP) implementiert. Das SAM stellt sicher, dass der Unterzeichner die alleinige 
Kontrolle über seine Unterschriftsschlüssel hat. Es verwendet die Signaturaktivierungsdaten (SAD), 
um den entsprechenden Signaturschlüssel für die Verwendung in einem kryptographischen Modul zu 
aktivieren. Das SAD verbindet die Authentifizierung des Unterzeichners mit dem Signierschlüssel und 
den zu signierenden Daten. 

Der EVG wird in einer speziellen manipulationssicheren Umgebung eingesetzt, die über einen 
vertrauenswürdigen Kanal mit dem HSM verbunden ist. 

Auslieferung des Evaluierungsgegenstandes 

Der EVG einschließlich der EVG-Dokumentation ist in einem Software-Zip-Archiv auf einer DVD 
zusammengestellt, die der EVG-Hersteller dem Kunden durch persönliche Übergabe übergibt. Die 
Integrität des ausgelieferten EVG muss durch den Vergleich der SHA512-Hash-Werte des EVG 
überprüft werden. 

Nr. Typ Artikel / SHA-384 Hash Wert Form der 
Auslieferung 

1. SW SAM Service 
(file name: SAMService-1.1.1.tar.gz) 
4ded16bd3625c5b24f83bfee028a2091b013c70d67fc917edfeab22a
6412685a965627f46654353e0e2acb323558a4caa8e0167f8b92b4
14780ba550a7b799f9 

Contains the source 
code files of the SAM 
Service component. 

2. SW SAM Firmware 
(file name: SAMFirmware-1.0.0.gz) 
5d219dab5a1d88e54e98bf0f77acb40e1f742c69b20553948df8935
88abb94e68ad672d5d74f0e206c397384ad3ba0dbb9f34e586232
9cd96a28494d8b18a614 

Contains the firmware 
module of the SAM 
Firmware component. 

3. SW ManagementCLI of SAM 

(file name: manageSAM-1.0.0.tar.gz) 

039ea49567d1a19efbba969253ad635fbd5f1cf3fc68b2cf41976dba
aae528f8b70ac6a5bc89751adf775252f23ce75f93cd3265a5dcbfcc
4a7abd7df67c3aff 

Contains the com-
ponent Management-
CLI SAM, which has the 
files manageSAM.sh, 
manageFW.sh and 
checksumSAM.sh in 
it. manageSAM.sh is 
the management script 
for the SAM Service. 
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Nr. Typ Artikel / SHA-384 Hash Wert Form der 
Auslieferung 

manageFW.sh is the 
management script for 
the SAM Firmware. 
checksumSAM.sh is a 
script, that creates the 
SHA512 sums for the 
SAM subsystem. 

4. SW TimeStatusMonitor 

(file name: TimeStatusMonitor.zip) 

ecddd3089b9dde877afb671ea5f75449d7aa930ac0eaf5e37b4df5b
e5bf6cdab51398e6cd978808cc204c2731579b05ee0adfbbf477d26
db585b2f3682a27aef 

Contains the 
„TimeStatusMonitor” 
which consists of the 
file 
TimeStatusMonitor
.sh . 

5. DOC AGD_proNEXT-SAM_Installation-Guide_1.4.pdf 
79264dcf718c6ebdf1213f06e6e5d763813606c807c88150091f3844
1b05f82ad3202b6c8a20e8824bacc0c7fa161c8e2c411f39bb921ec3
de3833a2a9c5638e 

Contains the 
Installation Guide 

6. DOC AGD_proNEXT-SAM_Operational-User-Guide_1.4.pdf 
df69a06ce3a35667c6b7890adc1a898b4ef4642a664ba428e3688
cc55bc347415f75fb08724822a20b5702ef6a2641ab8cdf22018885
6106557bd7d64b95b7dc 

Contains the 
Operational User Guide  

7.  DOC ADV_proNEXT-SAM_TOE-Specification_1.3.pdf 

3b9f1359f263b0b4301b8503cffd29aee7aa1f9e86bbdb2cdf565b14
ca781d36c552b33df736326b26a8c2a66c93e7d957fb42e5a612abb
6cea272e5b9fec386 

Contains the TOE 
Specification  

Die berechneten SHA-512-Prüfsummen für den Integritätsprüfungsprozess werden in einer S/MIME-
verschlüsselten und signierten E-Mail vom Entwickler an den Kunden übermittelt. Zuvor werden die 
S/MIME-Zertifikate und die zugehörigen öffentlichen Schlüssel zwischen dem Entwickler und dem 
Kunden ausgetauscht. 

Die Auslieferung des HSM muss entsprechend seiner Zertifizierungsanforderungen erfolgen. 

Evaluierungsergebnis 

■ Der Evaluierungsgegenstand erfüllt alle anwendbaren Evaluierungsanforderungen.  

■ Die im Zertifizierungsschema definierten Zertifizierungsanforderungen sind erfüllt. 

■ Die Einsatzbedingungen im Zertifizierungsbericht sind zu beachten. 

Zusammenfassung der Evaluierungsanforderungen  

Der Anhang II der eIDAS enthält die folgenden Anforderungen an qualifizierte elektronische 
Signaturerstellungseinheiten: 
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1. Qualifizierte elektronische Signaturerstellungseinheiten müssen durch geeignete Technik und 
Verfahren zumindest gewährleisten, dass 

(a) die Vertraulichkeit der zum Erstellen der elektronischen Signatur verwendeten elektronischen 
Signaturerstellungsdaten angemessen sichergestellt ist. 

(b) die zum Erstellen der elektronischen Signatur verwendeten elektronischen Signaturer-
stellungsdaten praktisch nur einmal vorkommen können. 

(c) die zum Erstellen der elektronischen Signatur verwendeten elektronischen 
Signaturerstellungsdaten mit hinreichender Sicherheit nicht abgeleitet werden können und 
die elektronische Signatur bei Verwendung der jeweils verfügbaren Technik verlässlich gegen 
Fälschung geschützt ist. 

(d) die zum Erstellen der elektronischen Signatur verwendeten elektronischen 
Signaturerstellungsdaten vom rechtmäßigen Unterzeichner gegen eine Verwendung durch 
andere verlässlich geschützt werden können. 

2. Qualifizierte elektronische Signaturerstellungseinheiten dürfen die zu unterzeichnenden Daten 
nicht verändern und nicht verhindern, dass dem Unterzeichner diese Daten vor dem Unterzeichnen 
angezeigt werden. 

3. Das Erzeugen oder Verwalten von elektronischen Signaturerstellungsdaten im Namen eines 
Unterzeichners darf nur von einem qualifizierten Vertrauensdiensteanbieter durchgeführt werden. 

4. Unbeschadet des Absatzes 1 Buchstabe d dürfen qualifizierte Vertrauensdiensteanbieter, die 
elektronische Signaturerstellungsdaten im Namen des Unterzeichners verwalten, die 
elektronischen Signaturerstellungsdaten ausschließlich zu Sicherungszwecken kopieren, sofern 
folgende Anforderungen erfüllt sind: 

(a) Die kopierten Datensätze müssen das gleiche Sicherheitsniveau wie die Original-Datensätze 
aufweisen. 

(b) Es dürfen nicht mehr kopierte Datensätze vorhanden sein als zur Gewährleistung der 
Dienstleistungskontinuität unbedingt nötig. 

Betriebsbedingungen 

Die folgenden Betriebsbedingungen müssen erfüllt sein: 

■ Der EVG muss in der Umgebung eines qualifizierten Vertrauensdiensteanbieters implementiert 
werden, der die in den eIDAS festgelegten Anforderungen erfüllt. 

■ Die Umgebung des EVG muss physisch gesichert sein und die Anforderungen der TÜVIT Trusted 
Site Infrastructure (TSI) Stufe 3 erfüllen. 



Anlage zum Zertifikat 
mit der ID 9802.20 

Seite 5 von 7 

 
 

 

■ Der EVG muss als Teil eines Serversignatursystems gemäß EN 419 241-1:2018 - Trustworthy 
Systems Supporting Server Signing - Part 1: Allgemeine Systemsicherheitsanforderungen - 
betrieben werden. 

■ Für die kryptografische Schlüsselerzeugung und kryptografische Operationen muss das CC-
zertifizierte HSM der Modellfamilie 'CryptoServer Se-Series Gen2 CP5' (CC-Zertifikat mit der 
Nummer NSCIB-CC-2300142-01, gültig bis 2028-12-05 (zuvor zertifiziert unter CC-19-222073 mit 
einer Gültigkeit bis 2023-12-19) installiert und konfiguriert sein und als Zufallsquelle für das 
proNEXT SignatureActivationModule verwendet werden. 

■ In der lokalen Umgebung des Unterzeichners muss die Softwarekomponente proNEXT SAK 
Operations zur Erzeugung der Signaturaktivierungsdaten und zur Kommunikation mit der 
Signaturanwendung eingesetzt werden. Diese Softwarekomponente wird als Signers Interaction 
Component (SIC) verwendet (wie in EN 419241-2:2019 definiert). 

■ Eine installierte Signaturerstellungsanwendung, die aus dem Server Signing Service und der 
Benutzeroberfläche besteht, die zu signierende Dokumente und andere relevante Daten für den 
Unterzeichner anzeigt, wie z. B. den Dokumentenhash, die für die Signaturerstellung gewählten 
Signaturschlüssel und das zugewiesene Unterzeichnerzertifikat. 

■ Der proNEXT SignatureActivationModule-Server muss mit einer vertrauenswürdigen Zeitquelle 
synchronisiert werden. 

■ Nur vertrauenswürdiges, gut geschultes Personal darf mit der Wahrnehmung von 
Administrationsaufgaben betraut werden. 

■ Die Administrationsaufgaben müssen im Vier-Augen-Prinzip durchgeführt werden. 

■ Die netzwerk- und kanalbasierte Sicherheit muss so konfiguriert sein, dass die übertragenen 
DTBS/R vor der Offenlegung geschützt sind. 

■ Signierer, die für das Serversignieren identifiziert und registriert werden müssen, müssen sich bei 
jedem Serversigniervorgang am EVG authentifizieren. 

■ Vor der Inbetriebnahme des EVG muss die TÜVIT-Evaluierungsstelle die Evaluationstests in der 
Umgebung des qualifizierten TSP wiederholen und der TÜVIT-Zertifizierungsstelle einen 
Evaluationsbericht vorlegen. Die Evaluierungstests wurden für den folgenden qualifizierten TSP 
erfolgreich bestanden: 

o Bundesnotarkammer, Burgmauer 53, 50667 Köln, Deutschland. 

Algorithmen und zugehörige Parameter 

Für die Erstellung von qualifizierten elektronischen Signaturen verwendet der Evaluationsgegenstand 
kryptographische Algorithmen: 
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Für die Erstellung von qualifizierten elektronischen Signaturen verwendet der EVG die 
kryptographischen Algorithmen: 

■ RSASSA-PSS mit 2048/3072/4096 Bit Schlüssellänge gemäß PKCS#1: RSA Cryptography 
Specifications, Version 2.2 vom November 2016 (RFC8017) 

■ ECDSA mit 256/384/512 Bit Schlüssellänge unter Verwendung von Brainpool-Kurven 

Evaluation Assurance Level  

Der EVG wurde von der TÜV Informationstechnik GmbH - Evaluierungsstelle für IT-Sicherheit - nach 
den Common Criteria evaluiert. Die Ergebnisse der Evaluation sind im technischen Evaluationsbericht 
(ETR) „Evaluation Technical Report Summary“, Version 3 vom 2020-12-09 dokumentiert. Diesem 
waren die Sicherheitsvorgaben „Security Target proNext Signature Activation Module“, Version 1.4 
vom 29.10.2020 zugrunde gelegt. Die aktualisierten Sicherheitsvorgaben „Security target proNext 
Signature Activation Module“, Version 1.5 vom 06.12.2023 sind diesem Zertifikat als Anlage 1 
beigefügt, sie enthalten Informationen zur Re-Zertifizierung des HSM und berücksichtigen die 
Anforderungen aus den zertifizierten Schutzprofilen: 

■ EN 419 221-5:2018, Schutzprofile für TSP Kryptographische Module - Teil 5: Kryptographisches 
Modul für Vertrauensdienste 

■ EN 419241-2:2019 Vertrauenswürdige Systeme zur Unterstützung der Serversignatur - Teil 2: 
Schutzprofil für QSCD zur Serversignatur. 

Die Anforderungen an die Vertrauenswürdigkeit des EVG beruhen vollständig auf den 
Vertrauenswürdigkeitskomponenten und -klassen, die in Teil 3 der Common Criteria definiert sind 
(siehe Teil C dieses Berichts oder [CC] Teil 3 für weitere Einzelheiten). Der EVG erfüllt die 
Vertrauenswürdigkeitsanforderungen der Vertrauenswürdigkeitsstufe EAL 1 (Evaluation Assurance 
Level 1), ergänzt durch ADV_FSP.2 (Sicherheitserhöhende Funktionsspezifikation) und ADV_TDS.1 
(Grundlegendes Design). 

Gültigkeitsdauer des Zertifikats 

Die Gültigkeitsdauer des Zertifikats, das unter der Nummer TUVIT.9802.QSCD.10.2020 geführt wird, 
wurde wegen der Rezertifizierung des Kryptomoduls bis maximal 29. Oktober 2025 (5 Jahre) 
verlängert. 

Die Gültigkeitsdauer kann zu einem bestimmten Zeitpunkt verlängert oder verkürzt werden, wenn 
neue Erkenntnisse über die Gültigkeit des CC-Zertifikats des Kryptomoduls und die Eignung der 
Sicherheitsmechanismen oder Algorithmen vorliegen. 
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1. Introduction (ASE_INT) 
 
This ST should serve as a basis for a process evaluation in the field of remote signatures. 

1.1 Security Target Reference 
 
This Security Target (ST) is identified by the following unique reference: 
 
ST Title: proNEXT SignatureActivationModule Security Target 

ST Version: 1.5 

ST Date: 2023-11-29 

ST Author: procilon GmbH 
 

1.2 TOE Reference 
 
The Target of Evaluation (TOE) is identified by the following unique reference: 
 
TOE Name: proNEXT SignatureActivationModule 

TOE Version: 1.0.0 

TOE Developer: procilon GmbH 

Confirmation ID: TUVIT.9802.QSCD 
 

1.3 TOE Overview 
 

1.3.1 General Requirements 
A trustworthy system supporting server signing (TW4S) is a system that offers remote digital signatures as a service. It 
ensures that Signer’s signing key or keys are only used under the sole control of the Signer for the intended purpose. 
 
The TW4S uses a cryptographic module to generate the signing key and create the digital signature value. 
 
The system consists of a local and remote environment. The Signer is in the local environment and interacts with the 
Server Signing Application (SSA) in the remote environment. 
 
The purpose of the interaction between the Signer and SSA is to utilize the SSAs signing service. The signature 
operation is performed using a Signature Activation Protocol (SAP), which requires that Signature Activation Data (SAD) 
be provided at the local environment. The SAD binds together three elements: Signer authentication with the signing 
key and the data to be signed (DTBS/R(s)). 
 
To ensure the Signer has sole control of his signing keys, the signature operation needs to be authorized. This is carried 
out by a Signature Activation Module (SAM), which can handle one end point of SAP, verify SAD and activate the signing 
key within a cryptographic module. Both the cryptographic module and the SAM are to be located within a dedicated 
protected environment. SAD verification means that the SAM checks the binding between the three SAD elements as 
well as checking that the Signer is authenticated. 
 
One of the three SAD elements is the signer authentication. The signer authentication is assumed to be conducted 
according to [EN419241-1] SCAL.2 for qualified signatures. This means signer authentication can be carried out in one 
of the following ways: 
 

• Directly by the SAM or 
• Indirectly by the SAM or 
• by a combination of the direct and indirect schemes  
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The authentication is carried out indirectly by the SAM, an external authentication service as part of the TW4S or a 
delegated party verifies the Signer’s authentication factor(s) and issues an assertion that the Signer has been 
authenticated. The SAM verifies the assertion. In the case there is a combination of the direct and indirect scheme, a 
part of the signer authentication is done directly by the SAM and another part is done indirectly by the SAM. 
 
The SAM has to assume (on the environment) that part of or complete authentication has taken place and rely on an 
assertion. In this ST signer authentication means that the Signer has been authenticated in one of the three ways 
mentioned above. 
 
The Signer is located in the local environment with a user interface. The user interface can display documents for the 
Signer. The Signer Interaction Component (SIC) is used to communicate with the Server Signing Application (SSA). The 
SSA forwards the communication from the SIC to the QSCD. Inside the QSCD the SAM receives the messages and 
optionally communicates with the SSA to obtain relevant data. When the SAM module has verified SAD, it can authorize 
the activation of the signing key within the cryptographic module and produce a digital signature value. The value is 
returned to the SSA and may be further delivered to the SCA or SIC. 
 
The SAM module is the TOE of this ST. The TOE and a cryptographic module certified against [EN419221-5] is required 
to obtain a QSCD. 
 
The TOE generates audit records. It relies on the SSA to store audit records. 
 
The TW4S relies on other services: 
 

• Signers shall be identified and registered. This may involve the establishment of authentication mechanism 
for a Signer. 

• Signing keys are certified by a Certification Authority. 
• The Signature Creation Application is responsible for creating the signed document using the signature 

values provided by the TW4S. 

1.3.2 TOE type 
The TOE is a software component, which implements the Signature Activation Protocol (SAP). It is deployed within a 
dedicated protected environment and can be used with the core components the CC certified BNotK Trustcenter 2.0 
(CC certificate TUVIT.93204.TE.12.2015) is based on. The TOE is connected to the cryptographic module via a trusted 
channel. 
 
It uses the Signature Activation Data (SAD) from the Signer to activate the corresponding signing key for use in a 
cryptographic module. 
 
Together the TOE and cryptographic module are a QSCD. 

1.3.3 TOE life cycle 
The TOE life cycle consists of successive phases 
 

• Development: the TOE developer develops the TOE application and its guidance documentation using any 
appropriate guidance documentation for components working with the TOE, including the cryptographic 
module. 

 
• Delivery: The TOE is securely delivered from the TOE developer to the TSP. 

 
• Preparation: the TSP installs and configures the TOE with the appropriate configuration and initialization 

data. Installation may allow creating the Privileged Users. 
 

• Operational use: In operation, the TOE can be used by Privileged Users to create Privileged Users and 
Signers. Privileged Users can maintain TOE configuration. Privileged Users and Signers may generate 
signature keys for a Signer. Signers can supply the data to be signed to the TOE and authorize a signature 
creation. 

 
The TOE end of life is out of the scope of this document. 
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1.3.4 Usage and major security features of the TOE 
The major security features of the TOE are: 
 
System management 
 

• Privileged User Admins can handle system configuration. 
 
User management 
 

• Privileged Users can create other Privileged Users 
• Privileged Users and Privileged Users Technical can create Signers. 
• Privileged Users or Signers can generate signing keys and signature verification data using a cryptographic 

module and assign the signing key identifier and signature verification data to a Signer. 
• Privileged Users or Signers can update user data assigned to a Signer. 

 
Signature operation 
 

• Signers can supply a DTBS/R(s) to be signed. 
• The SAD is securely exchanged with the TOE. 
• Within the TOE the following actions are performed: 

o The SAD is verified in integrity. 
o The SAD is verified that it binds together Signer authentication, DTBS/R(s) and signing key identifier. 
o The Signer identified in the SAD is authenticated. 
o The signing key identifier is assigned to the Signer. 
o The TOE uses Authorization Data to activate the signing key within the cryptographic module. 
o The TOE uses the cryptographic module to create signatures. 

 
Audit 
 

• An audit trail is produced of all security relevant events within the TOE. Management access to audit trail is 
outside the scope of the TOE. 

1.3.5 TOE environment general overview 
The TOE is expected to: 

• operate as parts of server signing system as specified in [EN419241-1] 
• be used by a TSP applying security policies as required by TSPs providing signature creation services 
• used in conjunction with TSPs issuing certificates 

1.3.6 Required non-TOE hardware/software/firmware 
The TOE needs, at least, the following hardware/software/firmware to operate: 

• A Signature Creation Application (SCA) as mentioned in [EN419241-1] and [EN419241-2] that 
o manages the document to be signed and 
o transfers that to the SSA, either directly or through the SIC. 

• A Server Singing Application (SSA) according to [EN419241-1] and [EN419241-2] that in particular handles 
the communication between the SAM and the SIC. 

• A Signer Interaction Component (SIC) according to [EN419241-1] and [EN419241-2] used locally by the 
Signer to communicate with the remote systems. 

• A cryptographic module as specified in [EN419221-5], supporting the operation of the TOE. 
• An external Identity Provider that 

o is delegated by the TOE to perform the authentication of a Signer and 
o returns an ID token as result of a performed successful authentication. 
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1.4 TOE Description 
1.4.1 Physical Scope of the TOE 
The TOE is provided as a software archive accompanied by its guidance documentation. 
 
The TOE is handed over through a personal delivery by the TOE manufacturer. For this purpose, an employee of the 
manufacturer personally hands over a DVD to the customer, on which all delivery components are located. 
 
To check the integrity and authenticity of the TOE and to run the TOE in secure operation the customer has to follow 
the instructions provided in the guidance documentation. 
 
The TOE1 is embedded into the following environment: 

 
Figure 1: Overview of the TOE and its operational environment 

The Signer is located in the local environment and uses a user interface which is provided by a module called Server 
Signing Service (SSSrv). In the context of remote signatures, the SSSrv acts as the Signature Creation Application 
(SCA). The user interface displays the document to be signed and other relevant data for the Signer such as the 
document hash, the signing keys chosen for the signature creation and the assigned signer certificate. 
 
In the local environment the SAK Operations (SAK/OS) component is used to generate the signature activation data 
(SAD) and to communicate (e.g. sending requests by the Signer) with the SSA. In the context of remote signatures, 
the SAK/OS acts as the Signers Interaction Component (SIC). The SSA interacts directly with the SAM and forwards 
the communication from the SAK/OS to it. It requires Signers to successfully identify and authenticate itself before 
allowing actions that may affect the SAM or signing keys. 
 
Inside the dedicated protected environment the SAM receives the messages/requests send by the SSA, optionally 
communicates with the SSA to obtain relevant data and processes requests after verification. When the SAM has verified 
the SAD delivered by a Signer, it may authorize the activation of the signing key assigned to the signature operation 
within the cryptographic module and produce a digital signature value. The value is returned to the SSA and after 
verification is further delivered to the SAK/OS. 

 
1 It consists of three modules: the SAM Service, the SAM Firmware and the SAM Management. The SAM Firmware is 
integrated into the cryptographic module. 
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As can be seen in the figure above the TOE environment consists of the following modules: 
 

Module Description 

proNEXT Audit Manager (AM) 

Is a cross-sectional service and provides an audit function for various 
applications, such as delivery of the audit entry via REST interface, 
verify/export audit log, integrity protection in database and configuration 
Is used by the Server Signing Application (SSA) and the Signature 
Activation Module (SAM). 

Certification Authority (CA) Offers certificate services in the sense of a certification authority. E.g. 
creation of the signer’s certificate. 

Cryptographic Module (SCDev) Used to create the Signer's signature key and signatures (signature 
values). Is located in a specially secured environment within the SSASC. 
A HSM of the model family ‘CryptoServer Se-Series Gen2 CP5’ (CC 
certificate number NSCIB-CC-2300142-01) is to be used. 

proNEXT Key Manager (KM) Provides functions that allow generating and managing key material. 

proNEXT SAK Signature application component. Is used in the remote TSP protected 
environment. Checks the certificates generated in the process of key 
pair generation. Collects certificate information for this purpose, 
evaluates it and generates reports based on the checks. 

Signers Interaction Component 
(SIC) 

A software that is installed on the signatory's environment. Is 
represented by the proNEXT SAK Operations (SAK/OS) in figure 1. May 
be an application e.g. executed by a browser or a mobile device. 
Participates in the signature activation protocol (SAP) and generates the 
SAD. Enforces the link between the Signer and the signature process 
within the SAP (linking the document to be signed, the remote signature 
key used by the Signer to sign and the data that authenticates the 
Signer). Transmits generated SAD securely to the SAM (e.g. for 
verification) and communicates with the SSA for that purpose. 

proNEXT Signature Activation 
Module (SAM) 

A control unit for the SCDev, which is also located in the specially 
secured environment together with the SCDev. Registers user. Initiates 
the creation of signature keys. Is responsible for the execution of SAP.  
Checks the SAD. By checking the SAD and using its own database 
(Signer, authentication factors), it ensures that only the owner of a key 
can access it and thus sign it. Activates the signature key against the 
SCDev. 
The SAM is located within a dedicated environment and can be used 
with the core components the CC certified BNotK Trustcenter 2.0 (CC 
certificate TUVIT.93204.TE.12.2015) is based on. It consists of three 
modules: the SAM Service, the SAM Firmware and the SAM 
Management. The SAM Firmware is integrated into the cryptographic 
module. 

Server Signing Application (SSA) Acts as some kind of bouncer. Interacts directly with the SAM. Uses a 
SCDev to generate, hold and use the signing keys. Provides an 
interface to the SAM of the SCDev. Any requests to the SAM (e.g. 
regarding signatures to be created) by the SIC or the users of the SAM 
are to be received by the SSA and forwarded appropriately. Requires 
each Signer to successfully identify and authenticate itself before 
allowing actions that may affect the SAM. The SSA is responsible for a 
preliminary check of requests and the administration of audit logs. May 
maintain the authentication of the signer for a certain period of time 
and/or for a certain number of signatures. Optionally communicates with 
the SAM to provide relevant data. Is used to provide a registration 
service according to [EN319411-1]. 

Signature Creation Application 
(SCA) 

A Service which makes it possible to perform the registration for Server 
Signing. Provides the UI for the user and the functions to manage them. 
Software represented by the Server Signing Service (SSSrv) in figure 1. 

Table 1: Modules of the TOE environment 
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In addition, together the modules Server Signing Application (SSA), Signature Activation Module (SAM) and 
Cryptographic Module (SCDev) are the trustworthy system supporting server signing (TW4S). 
 

1.4.2 Logical Scope of the TOE 
 
The TOE is a software component, which implements the functionalities of a Signature Activation Module (SAM) within 
a trustworthy system supporting server signing (TW4S). 
 
The main usage of the TOE is for the management of users, the signature operation and the system which provides 
the signature operation remotely. This results in the following major security features. 
 
System management 
 
Privileged User Admins can handle the system configuration. To do this, they must authenticate themselves against 
the TOE and use a secure channel to transmit information to the TOE to manage the configuration of the TOE. 
Managing the TOE configuration corresponds to the TOE usage scenario TOE Maintenance. 
 
User management 
 
Privileged Users and Privileged Users Technical are able to create Signers. The TOE allows users to register for the 
use of the remote signature service to become a Signer. When the identification of the user is performed successfully, 
the TOE initiates the creation of the Signer. 
Following this the key material for the Signer is generated within the SCDev. Based on the generated key material, the 
Signer's certificate is then issued by the CA and is assigned to the user. Creating a Signer corresponds to the 
Enrolment of Signers more specifically the TOE usage scenarios Signer Creation and Signer Key Pair Generation. 
 
Privileged Users are able to create other Privileged Users. The Privileged User has to authenticate before performing 
the creation of another Privileged User and then initiates the registration process for a new Privileged User. The TOE 
checks the request for the registration of a new Privileged User and when valid the TOE creates a new entry to 
register the new Privileged User. Creating a Privileged User corresponds to the TOE usage scenario Privileged User 
Creation. 
 
Privileged Users or Signers can generate signing keys and signature verification data using a cryptographic module. 
Signing key identifier and signature verification data can be assigned to a Signer. Both actions corresponds to the 
TOE usage scenario Signer Key Pair Generation that can be performed by a Privileged User or Signer. Signer Key 
Pair Generation performed by a Privileged User consists of the authentication of the Privileged User, the selection of 
the Signer, the signing key pair generation within the SCDev as also the issuance of the Signer's certificate by the CA. 
The TOE assigns the signing key identifier and signature verification data to a Signer. When a Signer performs Signer 
Key Pair Generation its part of the Enrolment of the Signer. The Signer also has to authenticate before performing the 
action but there is no need to select the Signer separately. 
 
Privileged Users or Signers can update user data assigned to a Signer. Updating user data assigned to a Signer 
corresponds to the TOE usage scenario Signer Maintenance. The Signer Maintenance performed by the Privileged 
User consists of the authentication of the Privileged User, the selection of the Signer and the update of signer 
attributes. The TOE is returning a list of Signers to the Privileged User, checks the request for the Signer Maintenance 
and updates the entry of the Signer. When performed by a Signer the Signer also has to authenticate before 
performing the action but there is no need to select the Signer separately. 
 
Signature operation 
 
Performing the creation of remote signatures is represented as TOE usage scenario Signing. Signing contains the 
authentication of the Signer, the SAD generation, the activation of the signing key and the signature value creation. 
The SAD generation is done by the SAK/OS, Signers can supply DTBS/R(s) during this process step, then the SAD is 
securely exchanged with the TOE. The TOE checks whether the Signer is authenticated, checks the validity of the 
signature of the SAD, checks the binding of the SAD parts Signer authentication, supplied DTBS/R and the signing 
key identifier, whether the signing key identifier within the SAD is assigned to the Signer. If the verification is 
successful, the signature key assigned to the signature process is activated within the cryptographic module based on 
authorization data. The cryptographic module is requested by the TOE to create signatures. 
 
Audit 
 
The TOE does security audit. An audit trail is produced of all security relevant events within the TOE. Management 
access to audit trail is outside the scope of the TOE.  
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The main security functionalities the TOE provides to fulfill the major security features are 
 

• Security Audit 
• Cryptographic Operations 
• Access Control 
• Information Flow Control 
• Self-Protection 
• Trusted Paths/Channels 

 
which handle the TOE usage scenarios, assigned users and operations more in detail as follows: 
 
Signer 

Security functionality Description 

Identification and 
Authentication 

Requires that the signer is maintained by the TOE. 

User Data Protection Describes requirements for protecting signer assigned data in 
integrity when handled. 

Security Management Describes rules for creation, maintaining and usage of signer as 
well as requirements to its values. 

  

Protection of the TSF Requires the TOE to be able to interpret signer related data when 
shared with SSA. 

Table 2: Security functionalities for the Signer 

Authentication 
 

Security functionality Description 

Identification and 
Authentication 

Limits the amount of authentication attempts. Require that each 
user is identified and authenticated before any action on behalf of 
the user can take place. Describe the list of possible 
authentication mechanisms. 

User Data Protection Ensures that access control and information flow data are 
transmitted in a confidential way. 

Table 3: Security functionalities for Authentication 

Create Signer 
 

Security functionality Description 

Identification and 
Authentication 

Defines authorization rules for creating new signer. 

User Data Protection Describes access control requirements for creating a signer. 
Table 4: Security functionalities for Create Signer 

Signer Key Pair Generation 
 

Security functionality Description 

Cryptographic Support Describes rules for how signing key pair are generated. 

User Data Protection Describes access control requirements for creating a signer 
Table 5: Security functionalities for Signer Key Pair Generation 
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Signer Key Pair Deletion 
 

Security functionality Description 

Cryptographic Support Requires that keys be securely destroyed. 

User Data Protection Describes the access control requirements for deleting signing 
key pairs. 

Table 6: Security functionalities for Signer Key Pair Deletion 

Signer Maintenance 
 

Security functionality Description 

User Data Protection Describes access control requirements for updating authentication 
related data of signer. 

Table 7: Security functionalities for Signer Maintenance 

Signing 
 

Security functionality Description 

Cryptographic Support Requires the TOE to perform cryptographic operation conformant 
with a ST specified list of algorithms. 

User Data Protection 

Describes requirements on preconditions for a signature operation 
to be carried out. Requires the SAD to be protected from 
modification and replay. Describes access control requirements 
for signing. 

Table 8: Security functionalities for Signing 

Privileged User 
 

Security functionality Description 

Identification and 
Authentication 

Requires that a privileged user is maintained by the TOE. 

User Data Protection Describes requirements for protecting privileged user assigned 
in integrity when handled. 

Security Management Describes rules for creation, maintaining and usage of the 
privileged user as well as requirements to its values. 

Protection of the TSF Requires the TOE to be able to interpret privileged user data 
when shared with a trusted IT product. 

Table 9: Security functionalities for the Privileged User 

Privileged User Creation 
 

Security functionality Description 

Identification and 
Authentication 

Defines authorization rules for creating a new privileged user. 

User Data Protection Describes access control requirements for creating a privileged 
user. 

Table 10: Security functionalities for Privileged User Creation 
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TOE Maintenance 
 

Security functionality Description 

User Data Protection Describes access control requirements for maintaining the 
TOE. 

Security Management Requires the TOE to be able to carry out management 
functions and maintain users and roles. 

Table 11: Security functionalities for TOE Maintenance 

Audit 
 

Security functionality Description 

Security Audit Describes what shall be audited. 
Table 12: Security functionalities for Audit 

 
Communication 
 

Security functionality Description 

Trusted Paths/Channels 
Requires that all communication to the TOE comes from the 
SSA. Requires that either the Privileged User or the Signer 
initiates the communication. 

Table 13: Security functionalities for Communication 

 
More information on the security functionalities of the TOE is provided in chapter 6. The security objectives of the 
operational environment are described in chapter 4. The subjects that interact with the TOE as well as the assets 
which are protected by the TOE against threats are characterized in chapter 3.  
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2. Conformance Claims (ASE_CCL) 

2.1  CC Conformance Claim 
 
This ST is conformant to Common Criteria version 3.1 revision 5, referenced hereafter as [CC31R5]. 
 
More precisely, this security target is 
 

• CC Part 2 extended, 
• CC Part 3 conformant. 

 
Which means that: 
 

• For the description of the functional requirements addressed by the TOE, the security functional requirements 
of CC part 2 and additional security functional requirements introduced as extended component definition 
were used.  

 
• For the description of the requirements due to the trustworthiness of the TOE, only security assurance 

requirements of CC part 3 were used. 

2.2 PP Claim 
 
This ST does not claim conformance with any Protection Profile (PP). 
 
Nevertheless, the ST is based on the following PP: 
 

• Title: Vertrauenswürdige Systeme, die Serversignaturen unterstützen – Teil 2: Schutzprofil für qualifizierte 
Signaturerstellungseinheiten zur Serversignierung; Deutsche Fassung EN 419241-2:2019 

• CC revision: v3.1 Veröffentlichung 4 
• PP version: 1.0 
• Authors: WG17 
• Publication Date: 2019-05 
• Keywords: Serversignatur 
• Registration: DIN EN 419241-2:2019-05 (D) 

 
referenced hereafter as [EN419241-2]. 

2.3 Package Claim 
 
The ST claims conformance to the Evaluation Assurance Level (EAL) 1, augmented by ADV_FSP.2 and ADV_TDS.1. 

2.4 Conformance Rationale 
 
As the ST does not claim conformance to a Protection Profile (PP), a conformance rationale is not required for that. 
 
The conformance to Evaluation Assurance Level (EAL) 1, augmented by ADV_FSP.2 and ADV_TDS.1 was chosen to 
support a process-based evaluation of a remote signature scenario. 
 
The conformance to [CC31R5] was chosen because it is the current revision and therefore is to be used.  
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3. Security Problem Definition (informal) 

3.1 Assets 
 
The TOE has the following assets which must be protected in terms of integrity and confidentiality as described below. 
The TOE shall ensure that whenever a value is outside the TOE, the TOE has performed the necessary encryption 
operations to enforce confidentiality and can detect whether a value has been changed. Access control to TOE values 
outside the TOE are to be enforced by the environment. 
 
R.SIGNING_KEY_ID 
 
The signing key is the private key of an asymmetric key pair for creating a digital signature under the sole control of 
the Signer. The signing key can only be used through the cryptographic module. The TOE uses the value 
R.SIGNING_KEY_ID, which denotes a signing key in the cryptographic module. The binding of the 
R.SIGNING_KEY_ID with R.SIGNER shall be protected with regard to integrity. 
 
R.AUTHORISATION_DATA 
 
This is data used by the TOE to activate a signing key in the cryptographic module. The signing key is designated by 
R.SIGNING_KEY_ID. It shall be protected in terms of integrity and confidentiality. 
 
R.SVD 
 
Signature verification data is the public part associated with the signature key to perform the verification of the digital 
signature. The R.SVD shall be protected with respect to integrity. The TOE uses a cryptographic module to generate 
the signature key pair. As part of the signature key pair generation, the cryptographic module provides the TOE with 
the values R.SIGNING_KEY_ID and R.SVD. The TOE provides the SSA with the R.SVD for further handling so that 
the key pair can be certified. 
 
R.DTBS/R 
 
A data set transmitted to the TOE for the creation of the digital signature on behalf of the Signer. The DTBS/R(s) is 
transmitted to the TOE. The R.DTBS/R must be protected with regard to integrity. The transmission of the DTBS/R(s) 
to the TOE must require that the sending party - Signer or Privileged User - is authenticated. 
 
R.SAD 
 
Signature activation data is a record involved in the signature activation protocol that activates the signature-creation 
data to create a digital signature under the sole control of the signatory. R.SAD shall combine the following: 
 

• the strong authentication of the signatory as specified in [EN419241-1]; 
• if no special key is implied (e.g. a standard or unique key), a unique reference to R.SIGNING_KEY_ID; 
• a given R.DTBS/R. 

 
The R.SAD shall be protected in terms of integrity and confidentiality. 
 
R.SIGNATURE 
 
Is the result of the signature process and is a value of a digital signature. R.SIGNATURE is created on the R.DTBS/R 
using an R.SIGNING_KEY_ID by the cryptographic module, under the control of the Signer as part of SAP. The 
R.SIGNATURE must be protected for integrity.  The R.SIGNATURE can be checked outside the TOE using R.SVD. 
 
R.AUDIT 
 
These are records that contain logs of events that need to be audited. The logs are generated by the TOE and stored 
externally. R.AUDIT shall be protected with regard to integrity. 
 
R.SIGNER 
 
Is a TOE subject containing the set of data that uniquely identifies the Signer within the TOE. R.SIGNER shall be 
protected for integrity and confidentiality. 
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R.REFERENCE_SIGNER_AUTHENTICATION_DATA 
 
This is the set of data used by the TOE to authenticate the Signer. It contains all data (e.g. serial number, telephone 
numbers, protocol settings, etc.) and keys (e.g. verification key, etc.) used by the TOE to authenticate the Signer. This 
may include signature verification data or a certificate to verify a declaration provided as a result of delegated 
authentication. R.REFERENCE_SIGNER_AUTHENTICATION_DATA shall be protected for integrity and 
confidentiality. 
 
R.TSF_DATA 
 
This is the TOE configuration dataset used to operate the TOE. It shall be protected with respect to integrity. 
 
R.PRIVILEGED_USER 
 
Is a TOE subject containing the set of data that uniquely identifies a Privileged User within the TOE. It shall be 
protected for integrity. 
 
R.REFERENCE_PRIVILEGED_USER_AUTHENTICATION_DATA 
 
Is the set of data used by the TOE to authenticate the Privileged User. It shall be protected in terms of integrity and 
confidentiality. 
 
R.RANDOM 
 
Random secrets, e.g. keys, used by the TOE for operation and communication with external parties. It shall be 
protected in terms of integrity and confidentiality. 
 
R.PRIVILEGED_USER_ADMIN 
 
Is a TOE subject containing the set of data that uniquely identifies an Privileged User Admin within the TOE. It shall be 
protected for integrity. 
 
R.REFERENCE_PRIVILEGED_USER_ADMIN_AUTHENTICATION_DATA 
 
Is the set of data used by the TOE to authenticate a Privileged User Admin. It shall be protected in terms of integrity 
and confidentiality. 
 
R.PRIVILEGED_USER_TECHNICAL 
 
Is a TOE subject containing the set of data that uniquely identifies an Privileged User Technical within the TOE. It shall 
be protected for integrity. 
 
R.REFERENCE_PRIVILEGED_USER_TECHNICAL_AUTHENTICATION_DATA 
 
Is the set of data used by the TOE to authenticate a Privileged User Technical. It shall be protected in terms of integrity 
and confidentiality. 
 

3.2 Subjects 
 
The following subjects interact with the TOE. 
 
Signer 
 
The natural or legal person using the TOE through SAP, where it provides the SAD and can sign DTBS/R(s) using its 
own signing key in the cryptographic module. 
 
Privileged User 
 
Performs administrative functions of the TOE and therefore is able to create users, for example. 
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Privileged User Admin 
 
Privileged User, who is only authorized to install, configure and maintain the TOE. This role is maintained by the 
operating system of the server environment where the TOE is installed, not by the TOE itself. 
 
Privileged User Technical 
 
Privileged User, who is only authorized to create Signers. 

 

3.3 Threats 
 
The following threats are defined for the TOE. An attacker described in each of the threats is a subject that is not 
authorized for the relevant operation, but may present himself as an unknown user or as one of the other defined 
subjects. 
 

3.3.1 Enrolment 
 
T.ENROLMENT_SIGNER_IMPERSONATION 
 
An attacker impersonates Signer during enrolment. As examples it could be: 
 

• by transferring wrong R.SIGNER to TOE from RA 
• by transferring wrong R.REFERENCE_SIGNER_AUTHENTICATION_DATA to TOE from RA 

 
The assets R.SIGNER and R.REFERENCE_SIGNER_AUTHENTICATION_DATA are threatened. Such impersonation 
may allow a potential incorrect signer authentication leading to unauthorised signature operation on behalf of Signer. 
 
T.ENROLMENT_SIGNER_AUTHENTICATION_DATA_DISCLOSED 
 
An attacker is able to obtain whole or part of R.REFERENCE_SIGNER_AUTHENTICATION_DATA during enrolment. 
This can be during generation, storage or transfer to the TOE or transfer between Signer and TOE. As examples it 
could be: 
 

• by reading the data 
• by changing the data, e.g. to a known value 

 
The asset R.REFERENCE_SIGNER_AUTHENTICATION_DATA are threatened. Such data disclosure may allow a 
potential incorrect signer authentication leading to unauthorised signature operation on behalf of Signer. 
 
T.SVD_FORGERY 
 
An attacker modifies the R.SVD during transmission to the RA or CA. This results in loss of R.SVD integrity in the 
binding of R.SVD to signing key and to R.SIGNER. 
 
The asset R.SVD is threatened. If the CA relies on the generation of the key pair controlled by the TOE as specified in 
[EN319411-1], 6.3.4 d) then an attacker can forge signatures masquerading as the Signer. 
 

3.3.2 User Management 
 
T.ADMIN_IMPERSONATION 
 
Attacker impersonates a Privileged User and updates R.REFERENCE_SIGNER_AUTHENTICATION_DATA, 
R.SIGNING_KEY_ID or R.SVD. 
 
The assets R.REFERENCE_SIGNER_AUTHENTICATION_DATA, R.SVD and R.SIGNING_KEY_ID are threatened. 
Such data modification may allow a potential incorrect signer authentication leading to unauthorised signature 
operation on behalf of. 
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T.MAINTENANCE_AUTHENTICATION_DISCLOSE 
 
Attacker discloses or changes (e.g. to a known value) R.REFERENCE_SIGNER_AUTHENTICATION_DATA during 
update and is able to create a signature. 
 
The assets R.REFERENCE_SIGNER_AUTHENTICATION_DATA and R.SIGNING_KEY_ID are threatened. Such 
data disclosure may allow a potential incorrect signer authentication leading to unauthorised signature operation on 
behalf of Signer. 
 

3.3.3 Usage 
 
T.AUTHENTICATION_SIGNER_IMPERSONATION 
 
An attacker impersonates Signer using forged R.REFERENCE_SIGNER_AUTHENTICATION_DATA and transmits it 
to the TOE during SAP and uses it to sign the same or modified DTBS/R(s) 
 
The assets R.REFERENCE_SIGNER_AUTHENTICATION_DATA, R.SAD and R.SIGNING_KEY_ID are threatened. 
 
T.SIGNER_AUTHENTICATION_DATA_MODIFIED 
 
An attacker is able to modify R.REFERENCE_SIGNER_AUTHENTICATION_DATA inside the TOE. 
 
The asset R.REFERENCE_SIGNER_AUTHENTIFICATION_DATA are threatened. Such data modification may allow 
a potential incorrect signer authentication leading to unauthorised signature operation on behalf of Signer. 
 
T.SAP_BYPASS 
 
An attacker bypasses one or more steps in the SAP and is able to create a signature without the Signer having 
authorized the operation. The asset R.SAD is threatened. 
 
T.SAP_REPLAY 
 
An attacker replays one or more steps of SAP and is able to create a signature without the Signer having authorized 
the operation. The asset R.SAD is threatened. 
 
T.SAD_FORGERY 
 
An attacker forges or manipulates R.SAD during transfer in SAP and is able to create a signature without the Signer 
having authorized the operation. The asset R.SAD is threatened. 
 
T.SIGNATURE_REQUEST_DISCLOSURE 
 
An attacker obtains knowledge of R.DTBS/R or R.SAD during transfer to TOE.  
The assets R.DTBS/R and R.SAD are threatened. 
 
T.DTBSR_FORGERY 
 
An attacker modifies R.DTBS/R during transfer to TOE and is able to create a signature on this modified R.DTBS/R 
without the Signer having authorized the operation on this R.DTBS/R. The asset R.DTBS/R is threatened. 
 
T.SIGNATURE_FORGERY 
 
An attacker modifies R.SIGNATURE during or after creation or during transfer outside the TOE.  
The asset R.SIGNATURE is threatened. 
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3.3.4 System 
 
T.PRIVILEGED_USER_INSERTION 
 
An attacker is able to create R.PRIVILEGED_USER including R.REFERENCE_PRIVILEGED_USER_ 
AUTHENTICATION_DATA and is able to log on to the TOE as a Privileged User. 
 
The assets R.PRIVILEGED_USER and R.REFERENCE_PRIVILEGED_USER_AUTHENTICATION_DATA are 
threatened. 
 
T.REFERENCE_PRIVILEGED_USER_AUTHENTICATION_DATA_MODIFICATION 
 
An attacker modifies R.REFERENCE_PRIVILEGED_USER_AUTHENTICATION_DATA and is able to log on to the 
TOE as the Privileged User. 
 
The asset R.REFERENCE_PRIVILEGED_USER_AUTHENTICATION_DATA are threatened. 
T.AUTHORISATION_DATA_UPDATE 
 
Attacker impersonates Privileged User and updates R.AUTHORISATION_DATA and may be able to activate a signing 
key. The assets R.AUTHORISATION_DATA and R.SIGNING_KEY_ID are threatened. 
 
T. AUTHORISATION_DATA _DISCLOSE 
 
Attacker discloses R.AUTHORISATION_DATA during update and is able to activate a signing key. 
 
The assets R.AUTHORISATION_DATA and R.SIGNING_KEY_ID are threatened. 
 
T.CONTEXT_ALTERATION 
 
An attacker modifies system configuration R.TSF_DATA to perform an unauthorised operation. 
 
The assets R.SIGNING_KEY_ID, R.SVD, R.SAD, R.REFERENCE_SIGNER_AUTHENTICATION_DATA and 
R.TSF_DATA are threatened. 
 
T.AUDIT_ALTERATION 
 
An attacker modifies system audit and is able hide trace of TOE modification or usage. 
 
The assets R.SVD, R.SAD, R.SIGNER, R.REFERENCE_SIGNER_AUTHENTICATION_DATA, R.DTBS/R, 
R.SIGNATURE, R.AUDIT and R.TSF_DATA are threatened. 
 
T.RANDOM 
 
An attacker is able to guess system secrets R.RANDOM and able to create or modify TOE objects or participate in 
communication with external systems. 
 

3.4 Relation between Threats and Assets 
 
The following table provides an overview of the relationships between asset, associated security dimensions and 
threats. For details consult the individual threats in the previous sections. 
  
Asset Dimension Threats 
R.SIGNING_KEY_ID Integrity T.ADMIN_IMPERSONATION 

T.MAINTENANCE_AUTHENTICATION_DISCLOSE 
T.AUTHENTICATION_SIGNER_IMPERSONATION 
T.CONTEXT_ALTERATION 

R.AUTHORISATION_DATA Integrity T.AUTHORISATION_DATA_UPDATE 

Confidentiality T.AUTHORISATION_DATA_UPDATE 
T. AUTHORISATION_DATA _DISCLOSE 
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R.SVD Integrity T.SVD_FORGERY 
T.ADMIN_IMPERSONATION 
T.CONTEXT_ALTERATION 
T.AUDIT_ALTERATION 

R.DTBS/R 
 

Integrity T.SIGNATURE_REQUEST_DISCLOSE 
T.DTBSR_FORGERY 

Origin of 
authentication 

T.DTBSR_FORGERY 

R.SAD Integrity T.AUTHENTICATION_SIGNER_IMPERSONATION 
T.CONTEXT_ALTERATION 
T.AUDIT_ALTERATION 
T.SAP_BYPASS 
T.SAP_REPLAY 
T.SAD_FORGERY 
 

Confidentiality T.AUTHENTICATION_SIGNER_IMPERSONATION 
T.SIGNATURE_REQUEST_DISCLOSE 
T.DTBSR_FORGERY 
T.CONTEXT_ALTERATION 

R.SIGNATURE Integrity T.SIGNATURE_FORGERY 

R.AUDIT Integrity T.AUDIT_ALTERATION 

R.SIGNER Integrity T.ENROLMENT_SIGNER_IMPERSONATION 

R.REFERENCE_SIGNER_ 
AUTHENTICATION_DATA 

Integrity 
 

T.ENROLMENT_SIGNER_IMPERSONATION 
T.ENROLMENT_SIGNER_AUTHENTICATION_DATA_DISCLOSED 
T. SIGNER_AUTEHNTICATION_DATA_MODIFIED 
T.ADMIN_IMPERSONATION 
T.MAINTENANCE_AUTHENTICATION_DISCLOSE 
T.AUTHENTICATION_SIGNER_IMPERSONATION 
T.CONTEXT_ALTERATION 
T.AUDIT_ALTERATION 

Confidentiality 
 

T.ENROLMENT_SIGNER_IMPERSONATION 
T.ENROLMENT_SIGNER_AUTHENTICATION_DATA_DISCLOSED 
T.SIGNER_AUTEHNTICATION_DATA_MODIFIED 
T.ADMIN_IMPERSONATION 
T.MAINTENANCE_AUTHENTICATION_DISCLOSE 
T.AUTHENTICATION_SIGNER_IMPERSONATION 
T.CONTEXT_ALTERATION 

R.PRIVILEGED_USER Integrity 
 

T.PRIVILEGED_USER_INSERTION 
T.REFERENCE_PRIVILEGED_USER_AUTHENTICATION_ 
DATA_MODIFICATION 

R.REFERENCE_ 
PRIVILEGED_USER_ 
AUTHENTICATION_DATA 

Integrity T.PRIVILEGED_USER_INSERTION 
T.REFERENCE_PRIVILEGED_USER_AUTHENTICATION_ 
DATA_MODIFICATION 

Confidentiality T.PRIVILEGED_USER_INSERTION 
T.REFERENCE_PRIVILEGED_USER_AUTHENTICATION_ 
DATA_MODIFICATION 

R.RANDOM Integrity T.RANDOM 

Confidentiality T.RANDOM 

R.TSF_DATA Integrity T.CONTEXT_ALTERATION 
T.AUDIT_ALTERATION 

Table 14: Relation between threats and assets 
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3.5 Organisational Security Policies 
 
The TOE shall comply with the following Organizational Security Policies (OSP) as security rules, procedures, 
practices, or guidelines imposed by an organization upon its operations. 
 
OSP.RANDOM 
 
The TOE is required to generate random numbers that meet a specified quality metric. These random numbers shall 
be suitable for use as keys, authentication/authorization data, or seed data for another random number generator that 
is used for these purposes. 
 
OSP.CRYPTO 
 
The TOE shall only use algorithm, algorithm parameters and key lengths endorsed by recognized authorities as 
appropriate by TSPs. This includes generation of random numbers, signing key pairs and signatures as well as the 
integrity and confidentiality of TOE assets. 

 

3.6 Assumptions 
 
A.PRIVILIGED_USER 
 
It is assumed that all personal administering the TOE are trusted, competent and possesses the resources and skills 
required for his tasks and is trained to conduct the activities he is responsible for. 
 
A.SIGNER_ENROLMENT 
 
The Signer shall be enrolled and certificates managed in conformance with the regulations given in eIDAS. Guidance 
specifications are given in e.g. [EN319411-1] or for qualified certificate in e.g. [EN319411-2]. 
 
A.SIGNER_AUTHENTICATION_DATA_PROTECTION 
 
It is assumed that the Signer will not disclose his authentication factors. 
 
A.SIGNER_DEVICE 
 
It is assumed that the device and SIC used by Signer to interact with the SSA and the TOE is under the Signer’s 
control for the signature operation, i.e. protected against malicious code. 
 
A.CA 
 
It is assumed that the TSP that issues signer certificates is compliant with the requirements for TSP's as defined in 
eIDAS or, for qualified certificates with the requirements for qualified TSP's as defined in eIDAS. 
 
A.ACCESS_PROTECTED 
 
It is assumed that the TOE operates in a protected environment that limits physical access to the TOE to authorized 
Privileged User Admins. The TOE software and hardware environment (including client applications) is installed and 
maintained by Privileged User Admins in a secure state that mitigates against the specific risks applicable to the 
deployment environment. 
 
It is assumed that the operating system of the server where the TOE is installed is configured in such a way that 
remote access to the server is only possible for Privileged User Admins after a 2-factor authentication via an SSL-
protected connection and only from the internal network, where the server is placed. 
 
It is assumed that any audit generated by the TOE are only handled by authorized personal in a physical secured 
environment. The personal that carries these activities should act under established practices. 
 
It is assumed that any audit generated by the TOE does not allow signing keys to be used and that any information 
needed to activate a signing key remains protected in integrity and confidentiality. 
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A.AUTH_DATA 
 
It is assumed that the SAP is designed in such a way that the activation of the signing key is under sole control of the 
Signer with a high level of confidence. If SAD is received by the TOE, it shall be ensured that the SAD was submitted 
under the full control of the Signer by means that are in possession of the Signer. 
 
A.TSP_AUDITED 
 
It is assumed that the TSP deploying the SSA and TOE is a qualified TSP according to article 3 (20) of Regulation 
(EU) No 910/2014 and audited to be compliant with the requirements for TSP's given by this regulation. 
 
A.SEC_REQ 
 
It is assumed that the TSP establishes an operating environment according to the security requirements for SCAL2 
defined in [EN419241-1]. 
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4. Security Objectives (ASE_OBJ) 
 
This section identifies and defines the security objectives for the operational environment of the TOE. These security 
objectives reflect the stated intent, counter the identified threats, and take into account the assumptions. 
 

4.1 Security Objectives for the Operational Environment 
 
 
OE.SVD_AUTHENTICITY 
 
The operational environment shall ensure the integrity of R.SVD during transmit outside the TOE to the CA. 
 
OE.CA_REQUEST_CERTIFICATE 
 
The operational environment shall issue a certificate including R.SVD, signer information and CA signature. 
 
The operational environment shall use a process for requesting a certificate, including R.SVD and signer information, 
and CA signature in a way, which demonstrates the Signer is in control of the signing key associated with R.SVD 
presented for certification. The integrity of the request shall be protected. 
 
OE.CERTIFICATE_VERFICATION 
 
The operational environment shall verify that the certificate for the R.SVD contains the R.SVD. 
 
OE.SIGNER_AUTHENTICATION_DATA 
 
The management of signer authentication factors data outside the TOE shall be carried out in a secure manner. 
 
OE.DELEGATED_AUTHENTICATION 
 
If the TOE has support for and is configured to use delegated authentication then the TSP shall ensure that all 
requirements in [EN419241-1], SRA_SAP.1.1 are met. 
 
In addition, the TSP should ensure that: 
 

• the external party fulfils all the relevant requirements of this standard and the requirements for 
registration according to the Regulation (EU) No 910/2014 eIDAS, or 

• the authentication process delegated to the external party uses an electronic identification means 
issued under a notified scheme that is included in the list published by the Commission pursuant to 
Article 9 of the Regulation (EU) No 910/2014 eIDAS and 

• if the Signer is only authenticated using a delegated party, the secret key material used to 
authenticate the delegated party to the TOE shall reside in a certified cryptographic module consistent 
with the requirement as defined in [EN419241-1], SRG_KM.1.1. 
 

The evaluation of the qualified TSP in accordance with [EN419241-1] shall demonstrate that a delegated party meets 
the requirements of [EN419241-1] SRA_SAP.1.1. and optionally SRG_KM.1.1 if the Signer is authenticated by only 
one delegated party. 
 
OE.DEVICE 
 
The device containing the SAK/OS and which is used by the Signer to interact with the TOE shall be protected against 
malicious code. It shall participate using SAK/OS as local part of the SAP and may calculate SAD as described in 
[EN419241-1]. It may be used to view the document to be signed. 
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OE.ENV 
 
The TSP deploying the SSA and TOE should be a qualified TSP according to article 3 (20) of Regulation (EU) No 
910/2014 eIDAS and audited to be compliant with the requirements for TSP's given by eIDAS. The evaluation of the 
qualified TSP shall reflect the safety objectives for the operational environment defined in this section. 
 
The TOE shall operate in a protected environment that limits physical access to the TOE to authorized Privileged 
Users. The TOE software and hardware environment (including client applications) shall be installed and maintained 
by administrators in a secure state that mitigates against the specific risks applicable to the deployment environment, 
including (where applicable): 
 

• Protection against loss or theft of the TOE or any of its externally stored assets 
• Inspections to deter and detect tampering (including attempts to access side-channels, or to access 

connections between physically separate parts of the TOE, or parts of the hardware appliance) 
• Protection against the possibility of attacks based on emanations from the TOE (e.g. electromagnetic 

emanations) according to risks assessed for the operating environment 
• Protection against unauthorised software and configuration changes on the TOE and the hardware 

appliance 
• Protection to an equivalent level of all instances of the TOE holding the same assets (e.g. where a 

key is present as a backup in more than one instance of the TOE). 
 
OE.CRYPTOMODULE_CERTIFIED 
 
If the TOE is implemented as a local application within the same physical boundary as the cryptographic module 
defined in [EN419221-5] then the TOE relies on the cryptographic module for providing a tamper-protected 
environment and for cryptographic functionality and random number generation. 
 
If the TOE is implemented within a separate physical boundary then the TOE relies on the cryptographic module for 
cryptographic functionality and random number generation. The physical boundaries shall physically protect the TOE. 
 
OE.TW4S_CONFORMANT 
 
The TOE shall be operated by a qualified TSP in an operating environment conformant with [EN419241-1]. 
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5. Extended Components Definition (ASE_ECD) 

5.1 Class FCS: Cryptographic support 
 
The FCS: Cryptographic support class, as defined in [CC31R5], is extended by a new family: Generation of random 
numbers (FCS_RNG). The family deals with the generation of random numbers. The following image shows the 
decomposition of the class FCS with the added family FCS_RNG: 
 

 
 

5.1.1 Generation of Random Numbers (FCS_RNG) 
 
This family describes the functional requirements for random number generation used for cryptographic purposes. The 
description uses the notation as used for the description of SFR families by [CC31R5]. 
 
Family behaviour 
 
This family defines quality requirements for the generation of random numbers, which are intended to be use for 
cryptographic purposes. 
 
Component levelling 
 

 
 
FCS_RNG.1 Generation of random numbers allows the usage of random numbers for performing cryptographic 
operations e.g. the generation of key material. 
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Management: FCS_RNG.1 
 
There are no management activities foreseen. 
 
 
Audit: FCS_RNG.1 
 
There are no actions defined to be auditable. 
 
 
FCS_RNG.1  Generation of random numbers 
 
   Hierarchical to: No other components 
 
   Dependencies: No dependencies 
 
FCS_RNG.1.1 The TSF shall provide a [selection: physical, non-physical true, deterministic, hybrid 

physical, hybrid deterministic] random number generator that implements: 
[assignment: list of security capabilities]. 

 
FCS_RNG.1.2 The TSF shall provide [selection: bits, octets of bits, numbers [assignment: format of 

the numbers]] that meet [assignment: a defined quality metric].  
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6. Security Requirements (ASE_REQ) 
 
This section comprises security functional and security assurance requirements that shall be fulfilled by the TOE. 

6.1 Typographical specifications 
 
Operations on the SFRs are identified as follows: 

• Iterations are denoted by a slash “/” followed by an iteration identifier 
• Assignments performed are printed in bold text 
• Selections made are indicated in underlined text 
• An assignment which is performed as part of a selection is printed in bold underlined text 
• Refinements are marked in bold italic text 

 
Footnotes list the original [CC31R5] based text. When only assignments and selections are performed the number 
referencing a footnote is placed at the performed operation and each footnote shows the single operation. When 
refinements are performed one footnote list the whole text of the SFR element showing all performed operations. 

6.2 Subjects, objects and operations 
 
This section describes subjects, objects and operations supported by the TOE. 
 

Subject Description 

Signer Natural or legal person who uses the TOE doing server signing. 

Privileged User User, who performs the administrative functions of the TOE and 
some Signer related functions. 

Privileged User Admin Privileged User, who only performs installation, configuration and 
maintenance of the TOE. 

Privileged User Technical Privileged User, who only create Signers. 
Table 15: Subjects and their descriptions 

 
Object Description 

R.SIGNER Represents the user who wants to generate a signature. 

R.PRIVILEGED_USER Represents in the TOE a Privileged User who can manage 
the TOE and a few processes relevant to R.SIGNER. 

R.REFERENCE_PRIVILEGED_ 
USER_AUTHENTICATION_DATA 

Data used by the TOE to authenticate a Privileged User. 

R.REFERENCE_SIGNER 
_AUTHENTICATION_DATA 

Data used by the TOE to authenticate a Signer. 

R.SVD The public part of a singing key pair by R.SIGNER. 

R.SIGNING_KEY_ID An identifier that represents the private part of a signature 
key pair of R.SIGNER. 

R.SAD Data used to activate signature creation under the Signer 
sole control. Contains R.DTBS/R, R.SIGNING_KEY_ID 

R.DTBS/R Representation of data to be signed. 

R.AUTHORISATION_DATA Data used by the cryptographic module to activate the 
private part of R.SIGNER's signature key pair. 

R.SIGNATURE The result of a signature process. 
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R.TSF_DATA Configuration data of the TOE. 

R.PRIVILEGED_USER_ 
TECHNICAL 

Represents in the TOE a Privileged User Technical who 
can create Signers. 

R.REFERENCE_PRIVILEGED_ 
USER_TECHNICAL_ 
AUTHENTICATION_DATA 

Data used by the TOE to authenticate a Privileged User 
Technical. 

Table 16: Objects and their descriptions 

 
Operation Description Subject Object 

Create_New_Privileged_ 
User 

A new Privileged User can 
be created that includes 
both the object 
representing the new 
Privileged User and the 
object used to 
authenticate the newly 
created Privileged User. 

R.PRIVILEGED_USER R.SIGNER 
 
R.REFERENCE_ 
PRIVILEGED_USER_ 
AUTHENTICATION_DATA 

Create_New_Signer A new Signer can be 
created that includes both 
the object representing 
the new Signer and the 
object used to 
authenticate the newly 
created Signer. 

R.PRIVILEGED_USER 
R.PRIVILEGED_USER 
_TECHNICAL 

R.SIGNER 
 
R.REFERENCE_SIGNER_ 
AUTHENTICATION_DATA 

Signer_Maintenance A key pair can be deleted 
by a Signer. 

R.PRIVILEGED_USER 
 
R.SIGNER 

R.SIGNER 
 
R.SVD 
 
R.SIGNING_KEY_ID 

Generate_Signer_Key_Pair A key pair can be 
generated 
and a Signer. 

R.PRIVILEGED_USER 
 
R.SIGNER 

R.SIGNER 
 
R.SVD 
 
R.SIGNING_KEY_ID 

Delete_Signer_Key_Pair A key pair can be 
separated from a 
signatories can be 
deleted. 

R.PRIVILEGED_USER 
 
R.SIGNER 

R.SIGNER 
 
R.SVD 
 
R.SIGNING_KEY_ID 

Signing A Signer can sign data to 
be signed and thus 
generate a signature. 

R.SIGNER R.AUTHORISATION_DATA 
 
R.SIGNER 
 
R.SIGNING_KEY_ID 
 
R.DTBS/R 
 
R.SIGNATUR 

TOE_Maintenance The TOE configuration 
can be managed by a 
administrator. 

R.PRIVILEGED_USER_
ADMIN 

R.TSF_DATA 

Table 17: Operations and their descriptions 
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6.3 Security Policies 
6.3.1 Access Control Policies (TSP_ACC) 

6.3.1.1 Privileged User Creation SFP 
The TOE shall control the access to user data according to the following rules: 
 

• Only a securely identified and authenticated Privileged User who 
o provides valid R.REFERENCE_PRIVILEGED_USER_AUTHENTICATION_DATA and 
o uses valid Create_New_Privileged_User requests 

will get permission for creating new Privileged User and the security attributes for them. 
 

• Only a securely identified and authenticated Privileged User who 
o provides valid R.REFERENCE_PRIVILEGED_USER_AUTHENTICATION_DATA and 
o uses valid Create_New_Privileged_User requests 

will get permission for accessing the security attributes of Privileged User for querying them. 
 

6.3.1.2 Signer Creation SFP 
The TOE shall control the access to user data according to the following rules: 
 

• Only a securely identified and authenticated Privileged User or Privileged User Technical who 
o provides valid R.REFERENCE_PRIVILEGED_USER_AUTHENTICATION_DATA or 

R.REFERENCE_PRIVILEGED_USER_TECHNICAL_AUTHENTICATION_DATA and 
o uses valid Create_New_Signer requests 

will get permission for creating new Signer and the security attributes for them. 
 

• Only securely identified and authenticated Privileged User or Signer who 
o provides valid R.REFERENCE_PRIVILEGED_USER_AUTHENTICATION_DATA or 

R.REFERENCE_SIGNER_AUTHENTICATION_DATA and 
o uses valid Create_New_Signer requests 

will get permission for accessing the security attributes of Signer for querying them. 
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6.3.1.3 Signer Maintenance SFP 
The TOE shall control the access to user data according to the following rules: 
 

• Only a securely identified and authenticated Privileged User who 
o provides valid R.REFERENCE_PRIVILEGED_USER_AUTHENTICATION_DATA and 
o uses valid Signer_Maintenance requests 

will get permission for maintaining the Signer security attributes R.SVD and R.SIGNING_KEY_ID. 
 

• Only a securely identified and authenticated Signer who 
o provides valid R.REFERENCE_SIGNER_AUTHENTICATION_DATA and 
o uses valid Signer_Maintenance requests 

will get permission for maintaining their own security attributes R.SVD and R.SIGNING_KEY_ID. 
 

6.3.1.4 Signer Key Pair Generation SFP 
The TOE shall control the access to user data according to the following rules: 
 

• Only a securely identified and authenticated Privileged User who 
o provides valid R.REFERENCE_PRIVILEGED_USER_AUTHENTICATION_DATA and 
o uses valid Generate_Signer_Key_Pair requests 

will get permission for generating a new key pair and the Signer security attributes R.SVD and 
R.SIGNING_KEY_ID. 
 

• Only securely identified and authenticated Signer who 
o provides valid R.REFERENCE_SIGNER_AUTHENTICATION_DATA and 
o uses valid Generate_Signer_Key_Pair requests 

will get permission for generating a new key pair and the Signer security attributes R.SVD and 
R.SIGNING_KEY_ID. 

 

6.3.1.5 Signer Key Pair Deletion SFP 
The TOE shall control the access to user data according to the following rules: 
 

• Only a securely identified and authenticated Privileged User who 
o provides valid R.REFERENCE_PRIVILEGED_USER_AUTHENTICATION_DATA and 
o uses valid Delete_Signer_Key_Pair requests 

will get permission for deleting a key pair and the Signer security attributes R.SVD and R.SIGNING_KEY_ID. 
 

• Only a securely identified and authenticated Signer who 
o provides valid R.REFERENCE_SIGNER_AUTHENTICATION_DATA and 
o uses valid Delete_Signer_Key_Pair requests 

will get permission for deleting a key pair and the Signer security attributes R.SVD and R.SIGNING_KEY_ID. 
 

6.3.1.6 Signing SFP 
The TOE shall control the access to user data according to the following rules: 
 

• Only a securely identified and authenticated Signer who 
o provides valid R.SAD and 
o uses valid Signing requests 

will get permission for creating a signature. 

6.3.1.7 TOE Maintenance SFP 
The TOE shall control the access to TOE data according to the following rules: 
 

• Only a securely identified and authenticated Privileged User Admin who 
o uses valid TOE_Maintenance requests and 
o provides valid R.REFERENCE_PRIVILEGED_USER_AUTHENTICATION_DATA 

will get permission for maintaining the TOE configuration data R.TSF_DATA. 
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6.3.2 Information Flow Control Policies (TSP_IFC) 

6.3.2.1 Signer Flow SFP 
The TOE shall implement an information flow control policy which follows the following rules: 
 

• The TOE shall be initialized with TOE_Maintenance before performing requests for other operations. 
• All rules specified for Signing shall be performed by the TOE. 
• The TOE shall not perform any request, if an operation defined by the rules deposited in the TOE cannot be 

performed successfully. 
• The TOE shall only allow a Signer or Privileged User to request for 

o maintaining Signer security attributes 
o the generation of a key pair 

when the Signer is already created in the TOE. 
• The TOE shall only allow a Signer and Privileged User to request for the deletion of a signer key pair when the 

Signer is already created in the TOE and a signer key pair is already created and assigned to the Signer. 
• The TOE shall only allow a Signer to request for the creation of a signature when the Signer is already created 

in the TOE followed by the creation of a key pair for the Signer. 
• The TOE shall perform a signing request based on the accessed Signer security attributes. 
• The TOE shall return the signature as result of a successful signing request. 

6.3.2.2 Privileged User Flow SFP 
The TOE shall implement an information flow control policy which follows the following rules: 
 

• The TOE shall be initialized with TOE_Maintenance before performing any request for other operations. 
• All rules specified for operations shall be performed by the TOE. 
• The TOE shall not perform any request, if an operation defined by the rules deposited in the TOE cannot be 

performed successfully. 
• The TOE shall perform requests for 

o creating Signer 
o creating Privileged User 

by Privileged User based on the accessed Privileged User security attributes. 
• The TOE shall perform requests for maintaining the TOE configuration by Privileged User Admin based on the 

accessed Privileged User Admin security attributes. 
• The TOE shall perform requests for 

o creating Signer 
by Privileged User Technical based on the accessed Privileged User Technical security attributes. 
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6.4 Security Functional Requirements 
6.4.1 Security Audit (FAU) 

FAU_GEN.1 Audit data generation 
 
Hierarchical to: No other components. 
Dependencies: FPT_STM.1 Reliable time stamps 
  
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events: 

 
a) Start-up and shutdown of the audit functions 
b) All auditable events for the not specified 2 level of audit; and 
c) Privileged User management 
d) Privileged User authentication 
e) Signer management 
f) Signer authentication 
g) Signing key generation 
h) Signing key destruction 
i) Signing key activation and usage including 
j) the hash of the DTBS/R(s) and 
k) R.SIGNATURE 
l) change of TOE configuration.3 

  
FAU_GEN.1.2 The TSF shall record within each audit record at least the following information: 

 
a) Date and time of the event, type of event, subject identity (if applicable), 

and the outcome (success or failure) of the event; and 
 

b) For each audit event type, based on the auditable event definitions of the 
functional components included in the ST, type of action performed 
(success or failure), identity of the role which performs the operation.4 

 

FAU_GEN.2 User identity association 
 
Hierarchical to: No other components. 
Dependencies: FAU_GEN.1 Audit data generation 

FIA_UID.1 Timing of identification 
  
FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to 

associate each auditable event with the identity of the user that caused the event. 
 
  

 
2 [selection: minimum, basic, detailed, not specified] 
3 [assignment: other specifically defined auditable events] 
4 [assignment: other audit relevant information] 
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6.4.2 Cryptographic Support (FCS) 

FCS_CKM.1 Cryptographic key generation 
 
Hierarchical to: No other components. 
Dependencies: [FCS_CKM.2 cryptographic key distribution, or  

FCS_COP.1 cryptographic operation]  
FCS_CKM.4 cryptographic key destruction] 

  

FCS_CKM.1.1 The TSF shall generate cryptographic keys in accordance with a specified 
cryptographic key generation algorithm as shown in the Key Generation Table5 
and specified cryptographic key sizes as shown in the Key Generation Table6 that 
meet the following: standards as shown in the Key Generation Table7. 

 
Key Generation Algorithm Key Sizes Applicable Standards 

RSA PKCS#1 v1.5, RSA PSS 2048 bit to 4096 bit [RFC8017], [ISO9796] 

ECDSA 256 bit to 521 bit [ISO14888], [FIPS186-4], [ECCBP] 
Table 18: Key Generation Table 

FCS_CKM.4 Cryptographic key destruction 
 
Hierarchical to: No other components. 
Dependencies: [FDP_ITC.1 Import of user data without security attributes, or 

FDP_ITC.2 Import of user data with security attributes, or  
FCS_CKM.1 cryptographic key generation] 

  
FCS_CKM.4.1 The TSF shall destroy cryptographic keys in accordance with a specified 

cryptographic key destruction method None8 that meet the following: None9 . 
 
 
ST Application Note 1 
 
Key destruction covered by FCS_CKM.4 applies primarily to keys held in the RAM of a cryptographic module (CM). 
 
Furthermore, the TOE uses keys which are used for remote signature and stored outside the generating CM. Such 
keys are exported by the generating CM as secured key using the module key of the CM (CM-wrapped key) and are 
stored as part of a TOE-generated signed container (Wrapped Key) into the [KMIPv20] based Key Manager (see 
chapter 1.4.1). 
 
Whenever a key is stored outside the generating CM the key is protected in confidentiality and integrity. The integrity 
of keys is protected by using the Wrapped Key structure which contains a CM-wrapped key and is signed by the TOE 
before it is stored into the Key Manager. 
 
AES CBC/GCM 128 to 256 Bit is used for the encryption of the CM-wrapped key. The generation of signatures to 
create Wrapped Keys is done using HMAC-SHA256 with a 256 bit AES key that is derived from the Master Backup 
Key of the CM. 
 
A Wrapped Key contains the CM-wrapped key, its key ID, and additional metadata specific to remote signature, such 
as the ID of the assigned signer. 
 
Keys used for remote signature are simply destroyed by deleting the according Wrapped Key from the database 
connected with the Key Manager. Since these items do not contain keys in plaintext they do not require any specific 
destruction method. 

 
5 [assignment: cryptographic key generation algorithm] 
6 [assignment: cryptographic key sizes] 
7 [assignment: list of standards] 
8 [assignment: cryptographic key destruction algorithm] 
9 [assignment: list of standards] 
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FCS_COP.1/Hash Cryptographic operation 
 
Hierarchical to: No other components. 
Dependencies: [FDP_ITC.1 Import of user data without security attributes, or  

FDP_ITC.2 Import of user data with security attributes, or  
FCS_CKM.1 cryptographic key generation]  
FCS_CKM.4 cryptographic key destruction 

  
FCS_COP.1.1/ 
Hash 

The TSF shall perform the computation of hash values10 in accordance with a 
specified cryptographic algorithm as shown in the Hash Generation Table11 and 
cryptographic key sizes as shown in the Hash Generation Table12 that meet the 
following: standards as shown in the Hash Generation Table13. 

 
Hash Family Hash Algorithm Key Size Applicable Standards 

SHA-2 

SHA-256 None 

[FIPS180-4] SHA-384 None 

SHA-512 None 

HMAC HMAC-SHA265 None [RFC2104], [ISO9797-2] 
Table 19: Hash Generation Table 

 

FCS_COP.1/ValSig cryptographic operation 
 
Hierarchical to: No other components. 
Dependencies: [FDP_ITC.1 Import of user data without security attributes, or  

FDP_ITC.2 Import of user data with security attributes, or  
FCS_CKM.1 cryptographic key generation]  
FCS_CKM.4 cryptographic key destruction 

  
FCS_COP.1.1/ 
ValSig 

The TSF shall perform the verification of electronic signatures9 in accordance 
with a specified cryptographic key generation algorithm as shown in the Key 
Generation Table10 and specified cryptographic key sizes as shown in the Key 
Generation Table11 that meet the following: standards as shown in the Key 
Generation Table12. 

 
  

 
10 [assignment: list of cryptographic operations] 
11 [assignment: cryptographic algorithm] 
12 [assignment: cryptographic key sizes] 
13 [assignment: list of standards] 
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FCS_RNG.1 Generation of random numbers 
 
Hierarchical to: No other components. 
Dependencies: No dependencies. 
  
FCS_RNG.1.1 The TSF shall provide a hybrid deterministic14 random number generator that 

implements: RNG class DRG.4 of [AIS 20/31] chapter 4.9 
 

(DRG4.1) The internal state of the RNG shall use {PTRNG of class PTG.2  
             as random source}. 

(DRG4.2) The RNG provides forward secrecy. 
(DRG4.3) The RNG provides backward secrecy even if the current internal  

             state is known. 
(DRG4.4) The RNG provides enhanced forward secrecy {on condition that    

             1000 requests for pseudo random bits have been made after last  
             entropy input during instantiation or reseeding}. 

(DRG4.5) The internal state of the RNG is seeded by an {PTRNG of class  
             PTG.2}15. 
 

FCS_RNG.1.2 The TSF shall provide octets of bits16 that meet 
 

(DRG4.6) The RNG generates output for which {7-10} strings of bit length  
             128 are mutually different with probability {0.9998}. 

(DRG4.7) Statistical test suites cannot practically distinguish the random  
             numbers from output sequences of an ideal RNG. The random  
             numbers must pass test procedure A {None}17. 

 
  

 
14 [selection: physical, non-physical true, deterministic, hybrid physical, hybrid deterministic] 
15 [assignment: list of security capabilities] 
 

(DRG.4.1) The internal state of the RNG shall [selection: use PTRNG of class PTG.2 as random source, have [assignment: 
work factor], require [assignment: guess work]].  
(DRG.4.4) The RNG provides enhanced forward secrecy [selection: on demand, on condition [assignment: condition], after 
[assignment: time]]. 
(DRG.4.5) The internal state of the RNG is seeded by an [selection: internal entropy source, PTRNG of class PTG.2, PTRNG 
of class PTG.3, [other selection]]. 
 
For performed operations of (DRG.4.1/2/3/4) selected/assigned values are positioned within { } . 

 
16 [selection: bits, octets of bits, numbers [assignment: format of the numbers]] 
17 [assignment: a defined quality metric] 
 

(DRG.4.6) The RNG generates output for which [assignment: number of strings] strings of bit length 128 are mutually different 
with probability [assignment: probability]. 
(DRG.4.7) Statistical test suites cannot practically distinguish the random numbers from output sequences of an ideal RNG. 
The random numbers must pass test procedure A [assignment: additional test suites]. 
 
For performed operations of (DRG.4.6 and 4.7) selected/assigned values are positioned within { } . 
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6.4.3 User Data Protection (FDP) 

FDP_ACC.1/Privileged User Creation Subset access control 
 
Hierarchical to: No other components. 
Dependencies: FDP_ACF.1 Security attribute based access control 
  
FDP_ACC.1.1/Privileged 
User Creation 

The TSF shall enforce the Privileged User Creation SFP18 on: 
(1) Subjects: Privileged User 
(2) Objects: New security attributes for the Privileged User to be 

created. 
(3) Operations: Create_New_Privileged_User 
(4) Create_New_Privileged_User: The TOE creates 

R.PRIVIELEGED_USER and 
R.REFERENCE_PRIVILEGED_USER_AUTHENTICATION_DATA with 
information transmitted by the Privileged User19.  

 

FDP_ACF.1/Privileged User Creation Security attribute based access control 
 
Hierarchical to: No other components. 
Dependencies: FDP_ACC.1 Subset access control  

FMT_MSA.3 Static attribute initialisation 
  
FDP_ACF.1.1/Privileged 
User Creation 

The TSF shall enforce the Privileged User Creation SFP20 to objects based on the 
following: whether the subject is a Privileged User authorized to create a new 
Privileged User21. 

 
FDP_ACF.1.2/Privileged 
User Creation 

The TSF shall enforce the following rules to determine if an operation among 
controlled subjects and controlled objects is allowed: only a Privileged User who 
has been authorized for creation of new users can carry out the 
Create_New_Privileged_User operation22. 

 
FDP_ACF.1.3/Privileged 
User Creation 

The TSF shall explicitly authorize access of subjects to objects based on the 
following additional rules: None23. 
 

FDP_ACF.1.4/Privileged 
User Creation 

The TSF shall explicitly deny access of subjects to objects based on the following 
additional rule: None24. 

 
  

 
18 [assignment: access control SFP] 
19 [assignment: list of subjects, objects, and operations among subjects and objects covered by the SFP] 
20 [assignment: access control SFP] 
21 [assignment: list of subjects and objects controlled under the indicated SFP, and for each, the SFP-relevant security attributes, or 
named groups of SFP-relevant security attributes] 
22 [assignment: rules governing access among controlled subjects and controlled objects using controlled operations on controlled 
objects]. 
23 [assignment: rules, based on security attributes, that explicitly authorise access of subjects to objects]. 
24 [assignment: rules, based on security attributes, that explicitly deny access of subjects to objects] 
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FDP_ACC.1/Signer Creation Subset access control 
 
Hierarchical to: No other components. 
Dependencies: FDP_ACF.1 Security attribute based access control 
  
FDP_ACC.1.1/Signer 
Creation 

The TSF shall enforce the Signer Creation SFP25 on: 
(1) Subjects: Privileged User and Privileged User Technical 
(2) Objects: R.SIGNER and R.REFERENCE_SIGNER_AUTHENTICATION_DATA 
(3) Operations: Create_New_Signer 
(4) Create_New_Signer: The TOE creates R.SIGNER and 

R.REFERENCE_SIGNER_AUTHENTICATION_DATA with information 
provided by the Privileged User or Privileged User Technical26. 

 

FDP_ACF.1/Signer Creation Security attribute based access control 
 
Hierarchical to: No other components. 
Dependencies: FDP_ACC.1 Subset access control  

FMT_MSA.3 Static attribute initialisation 
  
FDP_ACF.1.1/Signer 
Creation 

The TSF shall enforce the Signer Creation SFP27 to objects based on the following: 
whether the subject is a Privileged User or Privileged User Technical authorized to 
create a new Signer28. 

 
FDP_ACF.1.2/Signer 
Creation 

The TSF shall enforce the following rules to determine if an operation among controlled 
subjects and controlled objects is allowed: only a Privileged User or Privileged User 
Technical who has been authorized for creation of new users can carry out the 
Create_New_Signer operation29. 

 
FDP_ACF.1.3/Signer 
Creation 

The TSF shall explicitly authorize access of subjects to objects based on the following 
additional rules: None30. 
 

FDP_ACF.1.4/Signer 
Creation 

The TSF shall explicitly deny access of subjects to objects based on the following 
additional rule: None31. 

 
  

 
25 [assignment: access control SFP] 
26 [assignment: list of subjects, objects, and operations among subjects and objects covered by the SFP] 
27 [assignment: access control SFP] 
28 [assignment: list of subjects and objects controlled under the indicated SFP, and for each, the SFP-relevant security attributes, or 
named groups of SFP-relevant security attributes] 
29 [assignment: rules governing access among controlled subjects and controlled objects using controlled operations on controlled 
objects] 
30 [assignment: rules, based on security attributes, that explicitly authorise access of subjects to objects] 
31 [assignment: rules, based on security attributes, that explicitly deny access of subjects to objects] 
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FDP_ACC.1/Signer Maintenance Subset access control 
 
Hierarchical to: No other components. 
Dependencies: FDP_ACF.1 Security attribute based access control 
  
FDP_ACC.1.1/Signer 
Maintenance 

The TSF shall enforce the Signer Maintenance SFP32 on: 
(1) Subjects: Privileged User and Signer 
(2) Objects: The security attributes R.SIGNING_KEY_ID and R.SVD of R.SIGNER 
(3) Operations: Signer_Maintenance 
(4) Signer_Maintenance: The Privileged User or the Signer instructs the TOE to 

update R.REFERENCE_SIGNER_AUTHENTICATION_DATA from R.SIGNER33. 

FDP_ACF.1/Signer Maintenance Security attribute based access control 
 
Hierarchical to: No other components. 
Dependencies: FDP_ACC.1 Subset access control  

FMT_MSA.3 Static attribute initialisation 
  
FDP_ACF.1.1/Signer 
Maintenance 

The TSF shall enforce the Signer Maintenance SFP34 to objects based on the following: 
whether the subject is a Privileged User or Signer authorized to maintain the Signer 
security attributes35. 

 
FDP_ACF.1.2/Signer 
Maintenance 

The TSF shall enforce the following rules to determine if an operation among controlled 
subjects and controlled objects is allowed: only a Privileged User or Signer who has been 
authorized to maintain a Signer can carry out the Signer_Maintenance operation36. 

 
FDP_ACF.1.3/Signer 
Maintenance 

The TSF shall explicitly authorize access of subjects to objects based on the following 
additional rules: the Signer shall be the owner of the R.SIGNER object to be maintained37. 

 
FDP_ACF.1.4/Signer 
Maintenance 

The TSF shall explicitly deny access of subjects to objects based on the following additional 
rules: if the Signer does not own the R.SIGNER object, it can’t be maintained38. 

 
  

 
32 [assignment: access control SFP] 
33 [assignment: list of subjects, objects, and operations among subjects and objects covered by the SFP] 
34 [assignment: access control SFP] 
35 [assignment: list of subjects and objects controlled under the indicated SFP, and for each, the SFP-relevant security attributes, or 
named groups of SFP-relevant security attributes] 
36 [assignment: rules governing access among controlled subjects and controlled objects using controlled operations on controlled 
objects] 
37 [assignment: rules, based on security attributes, that explicitly authorise access of subjects to objects] 
38 [assignment: rules, based on security attributes, that explicitly deny access of subjects to objects] 
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FDP_ACC.1/Signer Key Pair Generation Subset access control 
 
Hierarchical to: No other components. 
Dependencies: FDP_ACF.1 Security attribute based access control 
  
FDP_ACC.1.1/Signer 
Key Pair Generation 

The TSF shall enforce the Signer Key Pair Generation SFP39 on: 
(1) Subjects: Privileged User and Signer. 
(2) Objects: The security attributes R.SVD and R.SIGNING_KEY_ID as part of 

R.SIGNER. 
(3) Operations: Generate_Signer_Key_Pair 
(4) Generate_Signer_Key_Pair: The Privileged User or the Signer instructs the TOE 

to request the cryptographic module to generate a pair of signing keys 
R.SIGNING_KEY_ID and R.SVD and assign them to R.SIGNER40. 

FDP_ACF.1/Signer Key Pair Generation Security attribute based access control 
 
Hierarchical to: No other components. 
Dependencies: FDP_ACC.1 Subset access control  

FMT_MSA.3 Static attribute initialisation 
  
FDP_ACF.1.1/Signer 
Key Pair Generation 

The TSF shall enforce the Signer Key Pair Generation SFP41 to objects based 
on the following: whether the subject is a Privileged User or Signer 
authorized to generate a key pair42. 
 

FDP_ACF.1.2/Signer 
Key Pair Generation 

The TSF shall enforce the following rules to determine if an operation among 
controlled subjects and controlled objects is allowed: only a Privileged User or 
Signer who has been authorized to generate the key pair can carry out the 
Generate_Signer_Key_Pair operation43. 

 
FDP_ACF.1.3/Signer 
Key Pair Generation 

The TSF shall explicitly authorize access of subjects to objects based on the 
following additional rules: the Signer shall be the owner of the R.SIGNER 
object where the key pair is to be generated44. 

 
FDP_ACF.1.4/Signer 
Key Pair Generation 

The TSF shall explicitly deny access of subjects to objects based on the 
following additional rules: if the Signer does not own the R.SIGNER object, 
key pair shall not be generated45. 

 
  

 
39 [assignment: access control SFP] 
40 [assignment: list of subjects, objects, and operations among subjects and objects covered by the SFP] 
41 [assignment: access control SFP] 
42 [assignment: list of subjects and objects controlled under the indicated SFP, and for each, the SFP-relevant security attributes, or 
named groups of SFP-relevant security attributes] 
43 [assignment: rules governing access among controlled subjects and controlled objects using controlled operations on controlled 
objects] 
44 [assignment: rules, based on security attributes, that explicitly authorise access of subjects to objects] 
45 [assignment: rules, based on security attributes, that explicitly deny access of subjects to objects] 
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FDP_ACC.1/Signer Key Pair Deletion Subset access control 
 
Hierarchical to: No other components. 
Dependencies: FDP_ACF.1 Security attribute based access control 
  
FDP_ACC.1.1/Signer 
Key Pair Deletion 

The TSF shall enforce the Signer Key Pair Deletion SFP46 on: 
(1) Subjects: Privileged User and Signer. 
(2) Objects: The security attributes R.SIGNING_KEY_ID and R.SVD as part of 

R.SIGNER. 
(3) Operations: Delete_Signer_Key_Pair 
(4) Delete_Signer_Krey_Pair: The Privileged User or the Signer instructs the 

TOE to delete R.SIGNING_KEY_ID and R.SVD from R.SIGNER47. 
 

FDP_ACF.1/Signer Key Pair Deletion Security attribute based access control 
 
Hierarchical to: No other components. 
Dependencies: FDP_ACC.1 Subset access control  

FMT_MSA.3 Static attribute initialisation 
  
FDP_ACF.1.1/Signer 
Key Pair Deletion 

The TSF shall enforce the Signer Key Pair Deletion SFP48 to objects based on the 
following: whether the subject is a Privileged User or Signer authorized to delete a 
key pair49. 
 

FDP_ACF.1.2/Signer 
Key Pair Deletion 

The TSF shall enforce the following rules to determine if an operation among controlled 
subjects and controlled objects is allowed: only a Privileged User or Signer who has 
been authorized to delete the key pair can carry out the Delete_Signer_Key_Pair 
operation50. 

 
FDP_ACF.1.3/Signer 
Key Pair Deletion 

The TSF shall explicitly authorize access of subjects to objects based on the following 
additional rules: the Signer shall be the owner of the R.SIGNER object where the 
key pair is to be deleted51. 

 
FDP_ACF.1.4/Signer 
Key Pair Deletion 

The TSF shall explicitly deny access of subjects to objects based on the following 
additional rules: if the Signer does not own the R.SIGNER object, key pair shall 
not be deleted52. 

 
  

 
46 [assignment: access control SFP] 
47 [assignment: list of subjects, objects, and operations among subjects and objects covered by the SFP] 
48 [assignment: access control SFP] 
49 [assignment: list of subjects and objects controlled under the indicated SFP, and for each, the SFP-relevant security attributes, or named groups 
of SFP-relevant security attributes] 
50 [assignment: rules governing access among controlled subjects and controlled objects using controlled operations on controlled objects] 
51 [assignment: rules, based on security attributes, that explicitly authorise access of subjects to objects] 
52 [assignment: rules, based on security attributes, that explicitly deny access of subjects to objects] 
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FDP_ACC.1/Signing Subset access control 
 
Hierarchical to: No other components. 
Dependencies: FDP_ACF.1 Security attribute based access control 
  
FDP_ACC.1.1/Signing The TSF shall enforce the Signing SFP53 on: 

(1) Subjects: Signer 
(2) Objects: The security attributes R.SIGNER, R.SIGNING_KEY_ID and R.DTBS/R 
(3) Operations: Signing 
(4) Signing: The Signer instructs the TOE to perform a signature operation with 

the following steps: 
a. The TOE establishes R.AUTHORISATION_DATA for the 

R.SIGNING_KEY_ID. 
b. The TOE uses R.AUTHORISATION_DATA and R.SIGNING_KEY_ID to 

activate a signing key in the cryptographic module and signs the 
R.DTBS/R and the result is R.SIGNATURE. 

c. The TOE disables the signing key when the signing process is 
complete54. 

FDP_ACF.1/Signing Security attribute based access control 
 
Hierarchical to: No other components. 
Dependencies: FDP_ACC.1 Subset access control  

FMT_MSA.3 Static attribute initialisation 
  
FDP_ACF.1.1/Signing The TSF shall enforce the Signing SFP55 to objects based on the following: 

whether the subject is a Signer authorized to create a signature56. 
 

FDP_ACF.1.2/Signing The TSF shall enforce the following rules to determine if an operation among 
controlled subjects and controlled objects is allowed: 

(1) The R.SAD is verified in integrity. The R.SAD is verified that it 
binds together the Signer authentication, a set of R.DTBS/R and 
R.SIGNING_KEY_ID. 

(2) The R.DTBS/R used for signature operations is bound to the 
R.SAD. 

(3) The Signer identified in the SAD is authenticated according to 
the rules specified in FIA_UAU.5/Signer. 

(4) Only an R.SIGNING_KEY_ID as bound in the SAD, and which is 
part of the R.SIGNER security attributes, can be used to create a 
signature57. 
 

FDP_ACF.1.3/Signing The TSF shall explicitly authorize access of subjects to objects based on the 
following additional rules: the Signer shall be the owner of the R.SIGNER 
object used to generate the signature58. 

 
FDP_ACF.1.4/Signing The TSF shall explicitly deny access of subjects to objects based on the 

following additional rules: if the Signer does not own the R.SIGNER 
object, it can’t be used to create a signature59. 

 
  

 
53 [assignment: access control SFP] 
54 [assignment: list of subjects, objects, and operations among subjects and objects covered by the SFP] 
55 [assignment: access control SFP] 
56 [assignment: list of subjects and objects controlled under the indicated SFP, and for each, the SFP-relevant security attributes, or 
named groups of SFP-relevant security attributes] 
57 [assignment: rules governing access among controlled subjects and controlled objects using controlled operations on controlled 
objects] 
58 [assignment: rules, based on security attributes, that explicitly authorise access of subjects to objects] 
59 [assignment: rules, based on security attributes, that explicitly deny access of subjects to objects] 
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FDP_ACC.1/TOE Maintenance Subset access control 
 
Hierarchical to: No other components. 
Dependencies: FDP_ACF.1 Security attribute based access control 
  
FDP_ACC.1.1/ TOE 
Maintenance 

The TSF shall enforce the TOE Maintenance SFP60 on: 
(1) Subjects: Privileged User Admin 
(2) Objects: R.TSF_DATA. 
(3) Operations: TOE_Maintenance 
(4) TOE_Maintenance: The administrative user transfers 

information to the TOE to manage R.TSF_DATA61. 
 

FDP_ACF.1/TOE Maintenance Security attribute based access control 
 
Hierarchical to: No other components. 
Dependencies: FDP_ACC.1 Subset access control  

FMT_MSA.3 Static attribute initialisation 
  
FDP_ACF.1.1/TOE 
Maintenance 

The TSF shall enforce the TOE Maintenance SFP62 to objects based on the 
following: whether the subject is a Privileged User Admin authorized to 
maintain the TOE configuration data63. 

 
FDP_ACF.1.2/TOE 
Maintenance 

The TSF shall enforce the following rules to determine if an operation among 
controlled subjects and controlled objects is allowed: only a Privileged User 
Admin who has been authorized to maintain the TOE can carry out the 
TOE_Maintenance operation64. 

 
FDP_ACF.1.3/TOE 
Maintenance 

The TSF shall explicitly authorize access of subjects to objects based on the 
following additional rules: None65. 
 

FDP_ACF.1.4/TOE 
Maintenance 

The TSF shall explicitly deny access of subjects to objects based on the 
following additional rules: None66. 

 
 
  

 
60 [assignment: access control SFP] 
61 [assignment: list of subjects, objects, and operations among subjects and objects covered by the SFP] 
62 [assignment: access control SFP] 
63 [assignment: list of subjects and objects controlled under the indicated SFP, and for each, the SFP-relevant security attributes, or 
named groups of SFP-relevant security attributes] 
64 [assignment: rules governing access among controlled subjects and controlled objects using controlled operations on controlled 
objects] 
65 [assignment: rules, based on security attributes, that explicitly authorise access of subjects to objects] 
66 [assignment: rules, based on security attributes, that explicitly deny access of subjects to objects] 
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FDP_IFC.1/Signer Subset information flow control 
 
Hierarchical to: No other components. 
Dependencies: FDP_IFF.1 Simple security attributes 
  
FDP_IFC.1.1/Signer The TSF shall enforce the Signer Flow SFP67 on Privileged User and Signer 

accessing Signer security attributes for all operations68. 
 

FDP_IFF.1/Signer Simple security attributes 
 
Hierarchical to: No other components. 
Dependencies: FDP_IFC.1 Subset information flow control  

FMT_MSA.3 Static attribute initialisation 
  
FDP_IFF1.1/Signer The TSF shall enforce the Signer Flow SFP69 based on the following types of 

subject and information security attributes: Privileged User and Signer 
accessing the Signer security attributes70. 
 

FDP_ IFF1.2/Signer The TSF shall permit an information flow between a controlled subject and 
controlled information via a controlled operation if the following rules hold: 

(1) The TOE shall be initialized with FDP_ACC.1/TOE Maintenance. 
(2) To allow a Signer to sign, the Signer shall be created in the TOE by 

FDP_ACC.1/Signer Creation followed by FDP_ACC.1/Signer Key 
Pair Generation. 

(3) After Signer is created the following operations can be done: 
FDP_ACC.1/Signer Key Pair Generation, FDP_ACC.1/Signer 
Maintenance and FDP_ACC.1/Signing71. 

 
FDP_ IFF1.3/Signer The TSF shall enforce the: None72. 

 
FDP_ IFF1.4/Signer The TSF shall explicitly authorize an information flow based on the following 

rules: None73. 
 

FDP_ IFF1.5/Signer The TSF shall explicitly deny an information flow based on the following rules: 
None74. 

 
  

 
67 [assignment: information flow control SFP] 
68 [assignment: list of subjects, information, and operations that cause controlled information to flow to and from controlled subjects 
covered by the SFP] 
69 [assignment: information flow control SFP] 
70 [assignment: list of subjects and information controlled under the indicated SFP, and for each, the security attributes] 
71 [assignment: for each operation, the security attribute-based relationship that must hold between subject and information  
security attributes] 
72 [assignment: additional information flow control SFP rules] 
73 [assignment: rules, based on security attributes, that explicitly authorise information flows] 
74 [assignment: rules, based on security attributes, that explicitly deny information flows] 
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FDP_IFC.1/Privileged User Subset information flow control 
 
Hierarchical to: No other components. 
Dependencies: FDP_IFF.1 Simple security attributes 
  
FDP_IFC.1.1/ 
Privileged User 

The TSF shall enforce the Privileged User Flow SFP75 on Privileged User 
accessing Privileged User security attributes for all operations76. 

 

FDP_IFF.1/Privileged User Simple security attributes 
 
Hierarchical to: No other components. 
Dependencies: FDP_IFC.1 Subset information flow control  

FMT_MSA.3 Static attribute initialisation 
  
FDP_IFF1.1/ 
Privileged User 

The TSF shall enforce the Privileged User Flow SFP77 based on the following 
types of subject and information security attributes: Privileged User accessing the 
Privileged User security attributes78. 
 

FDP_ IFF1.2/ 
Privileged User 

The TSF shall permit an information flow between a controlled subject and 
controlled information via a controlled operation if the following rules hold: The TOE 
shall be initialized with FDP_ACC.1/TOE Maintenance79. 
 

FDP_ IFF1.3/ 
Privileged User 

The TSF shall enforce the: None80. 
 
 

FDP_ IFF1.4/ 
Privileged User 

The TSF shall explicitly authorize an information flow based on the following rules: 
None81. 
 

FDP_ IFF1.5/ 
Privileged User 

The TSF shall explicitly deny an information flow based on the following rules: 
None82. 

 
  

 
75 [assignment: information flow control SFP] 
76 [assignment: list of subjects, information, and operations that cause controlled information to flow to and from controlled subjects 
covered by the SFP] 
77 [assignment: information flow control SFP] 
78 [assignment: list of subjects and information controlled under the indicated SFP, and for each, the security attributes] 
79 [assignment: for each operation, the security attribute-based relationship that must hold between subject and information  
security attributes] 
80 [assignment: additional information flow control SFP rules] 
81 [assignment: rules, based on security attributes, that explicitly authorise information flows] 
82 [assignment: rules, based on security attributes, that explicitly deny information flows] 
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FDP_UCT.1 Basic data exchange confidentiality 
 
Hierarchical to: No other components. 
Dependencies: [FTP_ITC.1 Inter-TSF trusted channel, or 

FTP_TRP.1 Trusted path] 
[FDP_ACC.1 Subset access control, or  
FDP_IFC.1 Subset information flow control] 

  
FDP_UCT.1.1 The TSF shall enforce the Privileged User SFP, Signer Creation SFP, Signer Key 

Pair Generation SFP, Signer Key Pair Deletion SFP, Signer Maintenance SFP, 
Signing SFP, Signer Flow SFP and Privileged User Flow SFP83 to transmit and 
receive84 user data in a manner protected from unauthorised disclosure. 

 

FDP_UIT.1/SecAttUsr Data exchange integrity 
 
Hierarchical to: No other components. 
Dependencies: [FDP_ACC.1 Subset access control, or  

FDP_IFC.1 Subset information flow control]  
[FTP_ITC.1 Inter-TSF trusted channel, or  
FTP_TRP.1 Trusted Path 

  
FDP_UIT.1.1/ 
SecAttUsr 

The TSF shall enforce the access control and information flow control as 
defined in FDP_IFC.1/Signer and FDP_IFC.1/Privileged User to transmit and 
receive user data in a manner protected from modification and insertion for all 
security attributes for R.SIGNER and R.PRIVILEGED_USER.85 
 

FDP_UIT.1.2/ 
SecAttUsr 

The TSF shall be able to determine on receipt of user data, whether modification, 
deletion and insertion for all security attribute as defined in R.SIGNER and 
R.PRIVILEGED_USER has occurred.86 

 

FDP_UIT.1/SAD Data exchange integrity 
 
Hierarchical to: No other components. 
Dependencies: [FDP_ACC.1 Subset access control, or  

FDP_IFC.1 Subset information flow control]  
[FTP_ITC.1 Inter-TSF trusted channel, or  
FTP_TRP.1 Trusted Path 

  
FDP_UIT.1.1/SAD The TSF shall enforce the access control and information flow control as 

defined in FDP_IFC.1/Signer and FDP_IFC.1/Privileged User to transmit and 
receive user data in a manner protected from modification and replay for R.SAD.85 

 
FDP_UIT.1.2/SAD The TSF shall be able to determine on receipt of user data, whether modification 

and replay for R.SAD has occurred.86 
 
  

 
83 [assignment: access control SFP(s) and/or information flow control SFP(s)] 
84 [selection: transmit, receive] 
85 The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)] to 
[selection: transmit, receive] user data in a manner protected from [selection: modification, deletion, insertion, replay] errors. 
86 The TSF shall be able to determine on receipt of user data, whether [selection: modification, deletion, insertion, replay] has 
occurred. 
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6.4.4 Identification and Authentication (FIA) 

FIA_AFL.1 Authentication failure handling 
 
Hierarchical to: No other components. 
Dependencies: FIA_UAU.1 Timing of authentication 
  
FIA_AFL.1.1 The TSF shall detect when 387 unsuccessful authentication attempts occur related 

to the Privileged User and Signer and Privileged User Admin and Privileged 
User Technical authentication88. 

 
FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been met89, 

the TSF shall suspend the Privileged User and the Signer and Privileged User 
Admin and Privileged User Technical90. 

 
 
ST Application Note 2 
 
Suspending the Signer means that the Signer’s R.SIGNING_KEY_IDs are also suspended and cannot be used for 
server signing for the time the Signer is suspended. 
 

FIA_ATD.1 User attribute definition 
 
Hierarchical to: No other components. 
Dependencies: No dependencies. 
  
FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to individual 

users: the security attribute as defined in FIA_USB.191. 

FIA_UAU.1 Timing of authentication 
 
Hierarchical to: No other components. 
Dependencies: FIA_UID.1 Timing of identification 
  
FIA_UAU.1.1 The TSF shall allow requests for Create_New_Signer, 

Create_New_Privileged_User, Signer_Maintenance, 
Generate_Signer_Key_Pair, Delete_Signer_Key_Pair, Signing92 on behalf of the 
user to be performed before the user is authenticated. 
 

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing 
any other TSF-mediated actions on behalf of that user. 

 
 
  

 
87 [selection: [assignment: positive integer number], an administrator configurable positive integer within [assignment: range of 
acceptable values]] 
88 [assignment: list of authentication events] 
89 [selection: met, surpassed] 
90 [assignment: list of actions] 
91 [assignment: list of security attributes] 
92 [assignment: list of TSF mediated actions] 
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FIA_UAU.5/Signer Multiple authentication mechanisms 
 
Hierarchical to: No other components. 
Dependencies: No dependencies. 
  
FIA_UAU.5.1/ 
Signer 

The TSF shall provide as authentication mechanism indirectly by the TOE: 
Username/Password, Hardware Token and eID Card to support Signer 
authentication.93 
 

FIA_UAU.5.2/ 
Signer 

The TSF shall authenticate any Signer's claimed identity according to the 
following rules: 

(1) A Signer always authenticates itself by means of an ID Token. 
(2) To get an ID Token the Signer authenticates itself against an Identity 

Provider using one of the authentication mechanisms listed in 
FIA_UAU.5.1/Signer. 

(3) An ID Token only is to be generated by an Identity Provider as the 
result of a successful performed authentication of a Signer. 

(4) The Signer gives in an ID Token to initiate authentication. 
(5) Authentication is performed by validating the signature of the given 

ID Token and checking the assertions contained with regard to role 
permissions. 

(6) Only when the given ID Token is validated and checked successfully 
and the TOE trusts the Identity Provider the claimed identity is 
authenticated successfully and the Signer gets access to the 
relevant R.SIGNER object as the owner94. 

 

FIA_UAU.5/Privileged User Multiple authentication mechanisms 
 
Hierarchical to: No other components. 
Dependencies: No dependencies. 
  
FIA_UAU.5.1/ 
Privileged User 

The TSF shall provide as authentication mechanism indirectly by the TOE: 
Username/Password, Hardware Token and eID Card to support Privileged 
User authentication.93 
 

FIA_UAU.5.2/ 
Privileged User 

The TSF shall authenticate any Privileged User's claimed identity according to 
the following rules: 

(1) A Privileged User always authenticates itself by means of an ID 
Token. 

(2) To get an ID Token the Privileged User authenticates itself against an 
Identity Provider using one of the authentication mechanisms listed 
in FIA_UAU.5.1/Privileged User. 

(3) An ID Token only is to be generated by an Identity Provider as the 
result of a successful performed authentication of a Privileged User. 

(4) The Privileged User gives in an ID Token to initiate authentication. 
(5) Authentication is performed by validating the signature of the given 

ID Token and checking the assertions contained with regard to role 
permissions. 

(6) Only when the given ID Token is validated and checked successfully 
and the TOE trusts the Identity Provider the claimed identity is 
authenticated successfully and the Privileged User gets access to 
the relevant R.PRIVILEGED_USER object as the owner94. 

 
 
 
  

 
93 The TSF shall provide [assignment: list of multiple authentication mechanisms] to support user authentication. 
94 The TSF shall authenticate any user's claimed identity according to the [assignment: rules describing how the multiple 
authentication mechanisms provide authentication]. 
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FIA_UAU.5/Privileged User Admin Multiple authentication mechanisms 
 
Hierarchical to: No other components. 
Dependencies: No dependencies. 
  
FIA_UAU.5.1/ 
Privileged User 
Admin 

The TSF shall provide as authentication mechanism directly by the operation 
system of the TOE: Username/Password to support Privileged User Admin 
authentication.93 
 

FIA_UAU.5.2/ 
Privileged User 
Admin 

The TSF shall authenticate any Privileged User Admin's claimed identity 
according to the following rules: 

(1) Privileged User Admin always authenticates itself by using the 
Username/Password mechanism. 

(2) The Privileged User Admin gives in a Username/Password 
combination to initiate authentication. 

(3) Authentication is performed by validating the given 
Username/Password combination against these kept by the operation 
system of the TOE. 

(4) Only when the given Username/Password combination is known by 
the operation system of the TOE the claimed identity is authenticated 
successfully and the Privileged User Admin gets access to the 
relevant R.PRIVILEGED_USER_ADMIN object as the owner94. 

 

FIA_UAU.5/Privileged User Technical Multiple authentication mechanisms 
 
Hierarchical to: No other components. 
Dependencies: No dependencies. 
  
FIA_UAU.5.1/ 
Privileged User 
Technical 

The TSF shall provide as authentication mechanism directly by the TOE: X.509 
Certificate to support Privileged User Technical authentication.93 
 

FIA_UAU.5.2/ 
Privileged User 
Technical 

The TSF shall authenticate any Privileged User Technical's claimed identity 
according to the following rules: 

(1) Privileged User Technical always authenticates itself by using the 
X.509 Certificate mechanism. 

(2) The Privileged User Technical gives in a request which data is signed 
using a X.509 certificate to initiate authentication. 

(3) Authentication is performed by validating the signature of the given 
request using the corresponding X.509 certificate kept by the TOE. 

(4) Only when the corresponding X.509 certificate is kept by the TOE and 
the signature is validated by the TOE the claimed identity is 
authenticated successfully and the Privileged User Technical gets 
access to the relevant R.PRIVILEGED_USER_TECHNICAL object as 
the owner94. 

 
ST Application Note 3 
 
In the case of X.509 Certificate mechanism, the authentication of the Privileged User Technical is done by means of a 
signature on the data of his requests. The signatures are generated using the private key of the Privileged User 
Technical. The public key assigned to the private key of the Privileged User Technical is stored as X.509 certificate in 
the TOE configuration. 
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FIA_UID.2 User identification before any action 
 
Hierarchical to: FIA_UID.1 Timing of identification 
Dependencies: No dependencies. 
  
FIA_UID.2.1 The TSF shall require each user to be successfully identified before allowing any 

other TSF-mediated actions on behalf of that user. 
 

FIA_USB.1 User-subject binding 
 
Hierarchical to: No other components. 
Dependencies: FIA_ATD.1 User attribute definition 
  
FIA_USB.1.1 The TSF shall associate the following user security attributes with subjects acting on the 

behalf of that user: 
(1) R.REFERENCE_SIGNER_AUTHENTICATION_DATA, R.SIGNING_KEY_ID, 

R.SVD, R.SIGNER to Signer and 
(2) R.REFERENCE_PRIVILEGED_USER_AUTHENTICATION_DATA, 

R.PRIVILEGED_USER to Privileged User and 
(3) R.REFERENCE_PRIVILEGED_USER_ADMIN_AUTHENTICATION_DATA, 

R.PRIVILEGED_USER_ADMIN to Privileged User Admin and 
(4) R.REFERENCE_PRIVILEGED_USER_TECHNICAL_AUTHENTICATION_DATA, 

R.PRIVILEGED_USER_TECHNICAL to Privileged User Technical95. 
 

FIA_USB.1.2 The TSF shall enforce the following rules on the initial association of user security 
attributes with subjects acting on the behalf of users: whether the subject is a 
Privileged User or Privileged User Technical authorized to create a new Signer. 
Whether the subject is a Privileged User authorized to create a new Privileged 
User96. 

 
FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the user security 

attributes associated with subjects acting on the behalf of users: whether the subject is 
a Privileged User authorized to modify an R.SIGNER object. Whether the subject is 
a Signer authorized to modify his own R.SIGNER object97. 

 
  

 
95 [assignment: list of user security attributes] 
96 [assignment: rules for the initial association of attributes]. 
97 [assignment: rules for the changing of attributes]. 
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6.4.5 Security Management (FMT) 

FMT_MSA.1/Signer Management of security attributes 
 
Hierarchical to: No other components. 
Dependencies: [FDP_ACC.1 Subset access control, or  

FDP_IFC.1 Subset information flow control]  
FMT_SMR.1 Security roles  
FMT_SMF.1 Specification of Management Functions 

  
FMT_MSA.1.1/ 
Signer 

The TSF shall enforce the 
(1) Signer Creation SFP98 to restrict the ability to create99 the security 

attributes listed in FIA_USB.1 for Signer100 to authorized Privileged 
User and Privileged User Technical101. 

(2) Signer Key Pair Generation SFP98 to restrict the ability to generate99 the 
security attributes R.SVD and R.SIGNING_KEY_ID100 to authorized 
Privileged User and Signer101. 

(3) Signer Key Pair Deletion SFP98 to restrict the ability to delete99 the 
security attributes R.SVD and R.SIGNING_KEY_ID100 to authorized 
Privileged User and Signer101. 

(4) Signing SFP98 to restrict the ability to create99 the security attributes 
R.DTBS/R as part of R.SIGNER100 to authorized Signer101. 

(5) Signing SFP98 to restrict the ability to query99 the security attributes as 
listed in FIA_USB.1100 to authorized Signer101.  

(6) Signer Maintenance SFP98 to restrict the ability to destruct99 the security 
attributes R.SVD and R.SIGNING_KEY_ID as part of R.SIGNER100 to 
authorized Privileged User and Signer101. 

FMT_MSA.1/Privileged User Management of security attributes 
 
Hierarchical to: No other components. 
Dependencies: [FDP_ACC.1 Subset access control, or  

FDP_IFC.1 Subset information flow control]  
FMT_SMR.1 Security roles  
FMT_SMF.1 Specification of Management Functions 

  
FMT_MSA.1.1/ 
Privileged User 

The TSF shall enforce the Privileged User Creation SFP98 to restrict the ability to  
query and create99 the security attributes listed in FIA_USB.1 for Privileged 
User100 to authorized Privileged User101. 

 

FMT_MSA.2 Secure security attributes 
 
Hierarchical to: No other components. 
Dependencies: [FDP_ACC.1 Subset access control, or  

FDP_IFC.1 Subset information flow control]  
FMT_MSA.1 Management of security attributes  
FMT_SMR.1 Security roles 

  
FMT_MSA.2.1 The TSF shall ensure that only secure values are accepted for all security 

attributes listed in FIA_USB.1102. 
 
  

 
98 [assignment: access control SFP(s), information flow control SFP(s)] 
99 [selection: change_default, query, modify, delete, [assignment: other operations]] 
100 [assignment: list of security attributes] 
101 [assignment: the authorised identified roles] 
102 [assignment: list of security attributes] 
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FMT_MSA.3/Signer Static attributes initialisation 
 
Hierarchical to: No other components. 
Dependencies: FMT_MSA.1 Management of security attributes  

FMT_SMR.1 Security roles 
  
FMT_MSA.3.1/ 
Signer 

The TSF shall enforce the Signer Creation SFP103 to provide restrictive104 default 
values for security attributes that are used to enforce the SFP. 
 

FMT_MSA.3.2/ 
Signer 

The TSF shall allow the Privileged User or Privileged User Technical105 to 
specify alternative initial values to override the default values when an object or 
information is created. 

 

FMT_MSA.3/Privileged User Static attributes initialisation 
 
Hierarchical to: No other components. 
Dependencies: FMT_MSA.1 Management of security attributes  

FMT_SMR.1 Security roles 
  
FMT_MSA.3.1/ 
Privileged User 

The TSF shall enforce the Privileged User Creation SFP103 to provide restrictive104 
default values for security attributes that are used to enforce the SFP. 
 

FMT_MSA.3.2/ 
Privileged User 

The TSF shall allow the Privileged User105 to specify alternative initial values to 
override the default values when an object or information is created. 

 

FMT_MTD.1 Management of TSF data 
 
Hierarchical to: No other components. 
Dependencies: FMT_SMR.1 Security roles  

FMT_SMF.1 Specification of Management Functions 
  
FMT_MTD.1.1 The TSF shall restrict the ability to modify106 the R.TSF_DATA107 to Privileged 

User Admin108. 

FMT_SMF.1 Specification of management functions 
 
Hierarchical to: No other components. 
Dependencies: No dependencies. 
  
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:  

(1) Signer management, 
(2) Privileged User management and 
(3) Configuration management109 

 
  

 
103 [assignment: access control SFP, information flow control SFP] 
104 [selection, choose one of: restrictive, permissive, [assignment: other property]] 
105 [assignment: the authorised identified roles] 
106 [selection: change_default, query, modify, delete, clear, [assignment: other operations]] 
107 [assignment: list of TSF data] 
108 [assignment: the authorised identified roles] 
109 [assignment: list of management functions to be provided by the TSF] 
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FMT_SMR.2 Restrictions on security roles 
 
Hierarchical to: FMT_SMR.1 Security roles 
Dependencies: FIA_UID.1 Timing of identification 
  
FMT_SMR.2.1 The TSF shall maintain the roles: Signer and Privileged User and Privileged 

User Admin110. 
 

FMT_SMR.2.2 The TSF shall be able to associate users with roles. 
 

FMT_SMR.2.3 The TSF shall ensure that the conditions 
(1) Signer can’t be a Privileged User and 
(2) Signer can’t be a Privileged User Admin111 

are satisfied. 
 
 

6.4.6 Protection of the TSF (FPT) 

FPT_PHP.1 Passive detection of physical attack 
 
Hierarchical to: No other components. 
Dependencies: No dependencies. 
  
FPT_PHP.1.1 The TSF shall provide unambiguous detection of physical tampering that might 

compromise the TSF. 
 

FPT_PHP.1.2 The TSF shall provide the capability to determine whether physical tampering with 
the TSF's devices or TSF's elements has occurred. 

 
ST Application Note 4 
 
The TOE is a software solution. It is operated in a tamper resistant environment. The tamper resistant environment is 
provided by the TOE environment. In particular, the requirements mentioned under OE.ENV related to physical 
tampering are implemented by the TOE environment. Specifically, the TOE is operated in a separately secured 
network zone of a qualified trusted service provider (TSP) that meets the requirements of [EN419241-2] "7.3 Security 
objectives for the operating environment". 
 

FPT_RPL.1 Replay detection 
 
Hierarchical to: No other components. 
Dependencies: No dependencies. 
  
FPT_RPL.1.1 The TSF shall detect replay for the following entities: R.SAD.112 

 
FPT_RPL.1.2 The TSF shall perform the rejection of the signature operation113 when replay is 

detected. 
 
  

 
110 [assignment: authorised identified roles]. 
111 [assignment: conditions for the different roles] 
112 [assignment: list of identified entities] 
113 [assignment: list of specific actions] 
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FPT_STM.1 Reliable time stamps 
 
Hierarchical to: No other components. 
Dependencies: No dependencies. 
  
FPT_STM.1.1 The TSF shall be able to provide reliable time stamps. 

 

FPT_TDC.1 Inter-TSF basic TSF data consistency 
 
Hierarchical to: No other components. 
Dependencies: No dependencies. 
  
FPT_TDC.1.1 The TSF shall provide the capability to consistently interpret 

(1) R.SIGNER 
(2) R.REFERENCE_SIGNER_AUTHENTICATION_DATA 
(3) R.SAD, R.DTBS/R and 
(4) R.SVD, R.PRIVILEGED_USER, R.REFERENCE_PRIVILEGED_USER 

_AUTHENTICATION_DATA114 
when shared between the TSF and another trusted IT product. 
 

FPT_TDC.1.2 The TSF shall use data integrity either on data or on communication channel115 
when interpreting the TSF data from another trusted IT product. 

 
 

6.4.7 Trusted Paths/Channels (FTP) 

FTP_TRP.1/SSA Trusted Path 
 
Hierarchical to: No other components. 
Dependencies: No dependencies. 
  
FTP_TRP.1.1/SSA The TSF shall provide a communication path between itself and Privileged User 

through SSA users that is logically distinct from other communication paths and 
provides ensured identification of its end points and protection of the communicated 
data from modification.116 
 

FTP_TRP.1.2/SSA The TSF shall permit Privileged User through SSA to initiate communication via 
the trusted path.117 
 

FTP_TRP.1.3/SSA The TSF shall require the use of the trusted path for FDP_ACC.1.1/Privileged 
User Creation, FDP_ACC.1/Signer Creation, FDP_ACC.1/Signer Maintenance, 
FDP_ACC.1/Signer Key Pair Generation, FDP_ACC.1/Signer Key Pair 
Deletion118. 

 
  

 
114 [assignment: list of TSF data types] 
115 [assignment: list of interpretation rules to be applied by the TSF] 
116 The TSF shall provide a communication path between itself and [selection: remote, local] users that is logically distinct from 
other communication paths and provides assured identification of its end points and protection of the communicated data from 
[selection: modification, disclosure, [assignment: other types of integrity or confidentiality violation]]. 
117 The TSF shall permit [selection: the TSF, local users, remote users] to initiate communication via the trusted path. 
118 [selection: initial user authentication, [assignment: other services for which trusted path is required]] 
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FTP_TRP.1/SIC Trusted Path 
 
Hierarchical to: No other components. 
Dependencies: No dependencies. 
  
FTP_TRP.1.1/SIC The TSF shall provide a communication path between itself and Remote 

Signer through SAK/OS users that is logically distinct from other 
communication paths and provides ensured identification of its end points and 
protection of the communicated data from modification.119 
 

FTP_TRP.1.2/SIC The TSF shall permit Remote Signer through SAK/OS to initiate 
communication via the trusted path.120 
 

FTP_TRP.1.3/SIC The TSF shall require the use of the trusted path for FDP_ACC.1/Signing121. 
 

FTP_TRP.1/RSSA Trusted Path 
 
Hierarchical to: No other components. 
Dependencies: No dependencies. 
  
FTP_TRP.1.1/RSSA The TSF shall provide a communication path between itself and Remote 

Signer through SSA users that is logically distinct from other communication 
paths and provides ensured identification of its end points and protection of the 
communicated data from modification.119 
 

FTP_TRP.1.2/ RSSA The TSF shall permit Remote Signer through SSA to initiate communication 
via the trusted path. 120 
 

FTP_TRP.1.3/ RSSA The TSF shall require the use of the trusted path for FDP_ACC.1/Signer 
Maintenance, FDP_ACC.1/Signer Key Pair Generation, FDP_ACC.1/Signer 
Key Pair Deletion121. 

 

FTP_TRP.1/Admin Trusted Path 
 
Hierarchical to: No other components. 
Dependencies: No dependencies. 
  
FTP_TRP.1.1/Admin The TSF shall provide a communication path between itself and Privileged 

User Admin users that is logically distinct from other communication paths and 
provides ensured identification of its end points and protection of the 
communicated data from modification.119 

  
FTP_TRP.1.2/Admin The TSF shall permit Privileged User Admin to initiate communication via the 

trusted path. 120 
 

FTP_TRP.1.3/Admin The TSF shall require the use of the trusted path for FDP_ACC.1/TOE 
Maintenance121. 

 
ST Application Note 5 
 
The operating system of the server where the TOE is installed is configured in such a way that remote access to the 
server is only possible for Privileged User Admins after a 2-factor authentication via an SSL-protected connection and 
only from the internal network, where the server is placed. 

 
119 The TSF shall provide a communication path between itself and [selection: remote, local] users that is logically distinct from 
other communication paths and provides assured identification of its end points and protection of the communicated data from 
[selection: modification, disclosure, [assignment: other types of integrity or confidentiality violation]]. 
120 The TSF shall permit [selection: the TSF, local users, remote users] to initiate communication via the trusted path. 
121 [selection: initial user authentication, [assignment: other services for which trusted path is required]] 
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FTP_TRP.1/Technical Trusted Path 
 
Hierarchical to: No other components. 
Dependencies: No dependencies. 
  
FTP_TRP.1.1/Technical The TSF shall provide a communication path between itself and Privileged 

User Technical users that is logically distinct from other communication paths 
and provides ensured identification of its end points and protection of the 
communicated data from modification.122 

  
FTP_TRP.1.2/Technical The TSF shall permit Privileged User Technical to initiate communication via 

the trusted path.123 
 

FTP_TRP.1.3/Technical The TSF shall require the use of the trusted path for FDP_ACC.1/Signer 
Creation124. 

 
 

FTP_ITC.1/CM Inter-TSF trusted channel 
 
Hierarchical to: No other components. 
Dependencies: No dependencies. 
  
FTP_ITC.1.1/CM The TSF shall provide a communication channel between itself and a 

cryptographic module certified according to [EN419221-5] that is logically 
distinct from other communication channels and provides ensured 
authentication of its end points and protection of the communicated data 
from modification or disclosure.125 
 
<< 

FTP_ITC.1.2/CM The TSF shall permit the TSF and a cryptographic module certified 
according to [EN419221-5] to initiate communication via the trusted channel. 

126 
 

FTP_ITC.1.3/CM The TSF shall initiate communication via the trusted channel for the 
operations Generate_Signer_Key_Pair, Signing127. 

 

  

 
122 The TSF shall provide a communication path between itself and [selection: remote, local] users that is logically distinct from 
other communication paths and provides assured identification of its end points and protection of the communicated data from 
[selection: modification, disclosure, [assignment: other types of integrity or confidentiality violation]]. 
123 The TSF shall permit [selection: the TSF, local users, remote users] to initiate communication via the trusted path. 
124 [selection: initial user authentication, [assignment: other services for which trusted path is required]] 
125 The TSF shall provide a communication channel between itself and another trusted IT product that is logically distinct from   
other communication channels and provides assured identification of its end points and protection of the channel data from 
modification or disclosure. 
126 The TSF shall permit [selection: the TSF, another trusted IT product] to initiate communication via the trusted channel. 
127 [assignment: list of functions for which a trusted channel is required] 
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6.5 Security Assurance Requirements 
 
The following Table gives an overview on the security assurance requirements that have to be fulfilled by the TOE. 
They correspond to the Evaluation Assurance Level (EAL) 1, augmented by ADV_FSP.2 and ADV_TDS.1. 
 

 
Assurance Class Assurance Components 

Development (ADV) Security-enforcing functional specification (ADV_FSP.2) 

Basic Design (ADV_TDS.1) 

Guidance documents (AGD) 
Operational user guidance (AGD_OPE.1) 

Preparative procedures (AGD_PRE.1) 

Life-cycle support (ALC) 
Labelling of the TOE (ALC_CMC.1) 

TOE CM coverage (ALC_CMS.1) 

Security target evaluation (ASE) 

Conformance claims (ASE_CCL.1) 

Extended components definition (ASE_ECD.1) 

ST introduction (ASE_INT.1) 

Security objectives for the operational environment (ASE_OBJ.1) 

Stated security requirements (ASE_REQ.1) 

TOE summary specification (ASE_TSS.1) 

Tests (ATE) Independent testing – conformance (ATE_IND.1) 

Vulnerability assessment (AVA) Vulnerability survey (AVA_VAN.1) 
Table 20: TOE security assurance requirements 
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6.6 SFR Dependencies 
 
SFR Dependencies Fullfilled by 

FAU_GEN.1 FPT_STM.1 FPT_STM.1 

FAU_GEN.2 
 

FAU_GEN.1 
FIA_UID.1 

FAU_GEN.1 
FIA_UID.2 

FCS_CKM.1 [FCS_CKM.2 or FCS_COP.1] 
FCS_CKM.4 

FCS_COP.1 and FCS_CKM.4 

FCS_CKM.4 [FDP_ITC.1 or FDP_ITC.2 or 
FCS_CKM.1] 

FCS_CKM.1 

FCS_COP.1/Hash [FDP_ITC.1 or FDP_ITC.2 or 
FCS_CKM.1] 
FCS_CKM.4 

The hash algorithms as defined in 
FCS_COP.1/Hash do not need any 
key material. As such the 
dependency to the generation or 
destruction of key material is omitted 
for this SFR. 

FCS_COP.1/ValSig [FDP_ITC.1 or FDP_ITC.2 or 
FCS_CKM.1] FCS_CKM.4 

FCS_CKM.1, FCS_COP.1/ValSig 
refers to a cryptographic operation 
which uses public keys. Public keys 
do not need to be destructed. 

FCS_RNG.1 None No dependents 

FDP_ACC.1/Privileged User 
Creation 

FDP_ACF.1 FDP_ACF.1/Privileged User Creation 

FDP_ACC.1/Signer Creation FDP_ACF.1 FDP_ACF.1/Signer Creation 

FDP_ACC.1/Signer Maintenance FDP_ACF.1 FDP_ACF.1/Signer Maintenance 

FDP_ACC.1/Signer Key Pair 
Generation 

FDP_ACF.1 FDP_ACF.1/Signer Key Pair 
Generation 

FDP_ACC.1/Signer Key Pair 
Deletion 

FDP_ACF.1 FDP_ACF.1/Signer Key Pair Deletion 

FDP_ACC.1/Signing FDP_ACF.1 FDP_ACF.1/Signing 

FDP_ACC.1/TOE Maintenance FDP_ACF.1 FDP_ACF.1/TOE Maintenance 

FDP_ACF.1/Privileged User 
Creation 

FDP_ACC.1 
FMT_MSA.3 

FDP_ACC.1/Privileged User 
Creation 
FMT_MSA.3/Privileged User 

FDP_ACF.1/Signer Creation FDP_ACC.1 
FMT_MSA.3 

FDP_ACC.1/Signer Creation 
FMT_MSA.3/Privileged User 

FDP_ACF.1/Signer Maintenance FDP_ACC.1 
FMT_MSA.3 

FDP_ACC.1/Signer Maintenance 
FMT_MSA.3/Signer 
FMT_MSA.3/Privileged User 

FDP_ACF.1/Signer Key Pair 
Generation 

FDP_ACC.1 
FMT_MSA.3 

FDP_ACC.1/Signer Key Pair 
Generation 
FMT_MSA.3/Signer 
FMT_MSA.3/Privileged User 

FDP_ACF.1/Signer Key Pair 
Deletion 

FDP_ACC.1 
FMT_MSA.3 

FDP_ACC.1/Signer Key Pair 
Deletion 
FMT_MSA.3/Signer 
FMT_MSA.3/Privileged User 

FDP_ACF.1/Signing FDP_ACC.1 FDP_ACC.1/Signing 
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FMT_MSA.3 FMT_MSA.3/Signer 

FDP_ACF.1/TOE Maintenance FDP_ACC.1 
FMT_MSA.3 

FDP_ACC.1/TOE Maintenance 
FMT_MSA.3/Privileged User 

    

FDP_IFC.1/Signer FDP_IFF.1 FDP_IFF.1/Signer 

FDP_IFF.1/Signer 
 

FDP_IFC.1 
FMT_MSA.3 

FDP_IFC.1/Signer 
FMT_MSA.3/Signer 

FDP_IFC.1/Privileged User FDP_IFF.1 FDP_IFF.1/Privileged User 

FDP_IFF.1/Privileged User FDP_IFC.1 
FMT_MSA.3 

FDP_IFC.1/Privileged User 
FMT_MSA.3/Privileged User 

FDP_UCT.1 
 

[FTP_ITC.1 or FTP_TRP.1] 
[FDP_ACC.1 or FDP_IFC.1] 

FTP_TRP.1 
FDP_IFC.1/Signer 
FDP_IFC.1/Privileged User 

FDP_UIT.1/SecAttUsr [FDP_ACC.1 or FDP_IFC.1] 
[FTP_ITC.1 or FTP_TRP.1] 

FDP_IFC.1/Signer, FTP_TRP.1, 
FDP_IFC.1/Privileged User 

FDP_UIT.1/SAD [FDP_ACC.1 or FDP_IFC.1] 
[FTP_ITC.1 or FTP_TRP.1] 

FDP_IFC.1/Signer, FTP_TRP.1, 
FDP_IFC.1/Privileged User 

FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 

FIA_ATD.1 None No dependents 

FIA_UAU.1 FIA_UID.1 FIA_UID.2 

FIA_UAU.5/Signer None No dependents 

FIA_UAU.5/Privileged User None No dependents 

FIA_UAU.5/Privileged User Admin None No dependents 

FIA_UAU.5/Privileged User 
Technical 

None No dependents 

FIA_UID.2 None No dependents 

FIA_USB.1 FIA_ATD.1 FIA_ATD.1 

FMT_MSA.1/Signer [FDP_ACC.1 or FDP_IFC.1] 
FMT_SMR.1 
FMT_SMF.1 

FDP_IFC.1/Signer 
FMT_SMR.2 
FMT_SMF.1 

FMT_MSA.1/Privileged User [FDP_ACC.1 or FDP_IFC.1] 
FMT_SMR.1 
FMT_SMF.1 

FDP_IFC.1/Privileged User 
FMT_SMR.2 
FMT_SMF.1 

FMT_MSA.2 [FDP_ACC.1 or FDP_IFC.1] 
FMT_MSA.1 
FMT_SMR.1 

FDP_IFC.1/Signer 
FDP_IFC.1/Privileged User 
FMT_MSA.1/Signer 
FMT_MSA.1/Privileged User 
FMT_SMR.2 

FMT_MSA.3/Signer 
 

FMT_MSA.1 
FMT_SMR.1 

FMT_MSA.1/Signer 
FMT_SMR.2 

FMT_MSA.3/Privileged User FMT_MSA.1 
FMT_SMR.1 

FMT_MSA.1/Privileged 
FMT_SMR.2 

FMT_MTD.1 
 

FMT_SMR.1 
FMT_SMF.1 

FMT_SMR.2 
FMT_SMF.1 

FMT_SMF.1 None No dependents 
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FMT_SMR.2 FIA_UID.1 FIA_UID.2 

FPT_PHP.1 None No dependents 

FPT_RPL.1 None No dependents 

FPT_STM.1 None No dependents 

FPT_TDC.1 None No dependents 

FTP_TRP.1/SSA None No dependents 

FTP_TRP.1/SIC None No dependents 

FTP_TRP.1/RSSA None No dependents 

FTP_TRP.1/Admin None No dependents 

FTP_TRP.1/Technical None No dependents 

FTP_ITC.1/CM None No dependents 
Table 21: Rationale for SFR Dependencies 
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7 TOE Summary Specification (ASE_TSS) 

7.1 SF1 – Security Audit 
 
The TOE produces audit logs for security relevant events as a reliable supporting evidence of operations. The TOE 
supports audit logging of the following events (FAU_GEN.1): 
 

• Start-up and shutdown of the audit functions 
• All auditable events for the not specified level of audit 
• Privileged User management 
• Privileged User authentication 
• Signer management 
• Signer authentication 
• Signing key generation 
• Signing key destruction 
• Signing key activation and usage including  
• the hash of the DTBS/R(s) 
• R.SIGNATURE 
• change of TOE configuration. 

 
The audit functionality cannot be stopped during the operation of the TOE. Therefor the start of the audit functionality 
is implicitly logged by logging the start-up of the TOE. The shutdown of the TOE is logged by the application server as 
part of the operational environment of the TOE. 
 
Whenever a security-relevant event occurs during execution of an operation, a new log entry is produced containing 
the following information (FAU_GEN.1 and FAU_GEN.2): 
 

• Date and time of the event: system time synchronized with the reliable time source 
• Type of event: description of the event 
• Subject identity: identification of the TOE user that originated the event 
• Result: description of the result type (success or failure). 

 
The TOE writes produced audit logs to the SSA which is connected to the Audit Manager (AM) that manages audit log 
in a secured way. Security audit logs are protected by the AM from modification and deletion. There is no operation for 
audit records other than exporting them to authorised administrators. The audit logs are written to a database. The 
protection of the audit logs is achieved by generating a separate digital signature for every row stored in the database 
where audit logs are stored. The signature is verified when reading and using any signed data upon the request of an 
authorised administrator. 
 
Please note that the records of the events shutdown of the TOE are stored within the file system of the server where 
the TOE is installed. These servers are assumed to be physically protected from unauthorized access. Thereby the 
protection of these audit logs from unauthorized modifications and deletion is provided by the operational environment 
of the TOE. 
 
The audit logs can be exported to a file upon the request on an authorized administrator. The administrator can use 
this file to analyze the audit records of interest. 
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7.2 SF2 – Cryptographic Support 
7.2.1 Key Generation and Destruction 
 
The TOE supports the generation of key material using the following algorithms (see [SOGISACM], [TS119312]): 
 

• RSA PKCS#1 v.1.5 with 2048/3072/4096 Bit Key Length 
• RSA PSS with 2048/3072/4096 Bit Key Length 
• ECDSA with 256/384/512 Bit Key Length using Brainpool Curves 

 
using the random number generation function of a cryptographic module (FCS_RNG.1). 
 
The TOE does not support a specific destruction method as keys which are generated by a cryptographic module are 
only stored outside this module in an encrypted container while the container is encrypted with the functions and 
module key of the cryptographic module. Keys used for remote signature are simply destroyed by deleting the 
according encrypted container from the database where it is stored according to an implementation based on 
[KMIPv20] (FCS_CKM.4).,  

 

7.2.2 Signature Creation 
 
For the signing process the TOE uses the attached cryptographic module certified according to [EN419221-5] and 
reliable time stamps (FPT_STM.1). 
 
To launch the signature process the following information has to be provided via the Signer through SAK/OS to the 
TOE: 
 

• the Signer’s authentication data (as specified in [EN419241-1]) 
• a unique reference to the key that shall be used for signature creation (R.SIGNING_KEY_ID) 
• a DTBS/R of the data to be signed (including the identifier of the hash algorithm that shall be used) 

 
The Signer is authenticated indirectly by the TOE validating ID Token and contained assertions supported by the 
request. ID Token and contained assertions are the result of a successful authentication of the Signer against an 
Identity Provider using one of the possible authentication mechanisms (FIA_UAU.5). 
 
To provide a unique reference to the key that shall be used for server signing the Signer has to select a signing key 
along with the corresponding singing certificate gained by the enrolment process using modules of the environment of 
the TOE. 
 
 
ST Application Note 5 
 
PKCS11 based key identifiers are used to represent R.SIGNING_KEY_ID. 
An example of a possible PKCS11 property is CKA_ID.128 
 
 
The hash algorithm used to get DTBS/R shall correspond to SHA-256, SHA-384 or SHA-512 (FCS_COP.1/Hash). 
 
The SAK/OS generates a hash value of the selected data to be signed using the chosen algorithm. At this time the 
Signer is informed about the pending start of the signing process by a notification. In addition, the following information 
will be displayed: 
 

• Name of the document to be signed, 
• SHA-512 hash value of the document to be signed 

 
To launch the signing process the Signer has to confirm the start of the signing process. 
 
To prevent the re-use of SAD for the creation of remote signatures, the TOE detects already used SAD and rejects 
signature operations requested with already used SAD (FPT_RPL.1). 
  

 
128 the exactly PKCS11 based key identifier used by the TOE is to be specified 
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Once the user has confirmed the start of the signature process, the SAK/OS generates R.SAD and transmits R.SAD 
to the SSA. The SSA checks the request for signing. If the request for signing is correct, the SSA transmits R.SAD to 
the TOE requesting signing of R.SAD by the cryptographic module. 
 
If the signing of R.SAD is done successfully the SSA requests signing at the TOE using one of the following algorithms 
(FCS_CKM.1) according to according to [SOGISACM], [TS119312]: 
 

• RSA PKCS#1 v1.5 with 2048/3072/4096 Bit Key Length 
• RSA PSS with 2048/3072/4096 Bit Key Length 
• ECDSA with 256/384/512 Bit Key Length using Brainpool Curves 

 
The TOE checks the request for signing whether the Signer is authenticated (FIA_UAU.5/Signer) then requests 
R.AUTHORISATION_DATA corresponding to the supplied R.SIGNING_KEY_ID an checks whether R.SIGNER of the 
supplied R.SAD matches to R.SIGNER contained in the R.SIGNING_KEY_ID specific R.AUTHORISATION_DATA. 
 
If the checks were successful the attached cryptographic module certified according to [EN419221-5] then signs the 
DTBS/R and gives back R.SIGNATURE. 
 

7.2.3 Signature Verification 
 
To verify an electronic signature the TOE performs the following action: 
 

• mathematical verification of the electronic signature (FCS_COP.1/ValSig). 
 
To validate a signature mathematically, the TOE first performs a mathematical operation to calculate the hash value 
from the signature which is the result of the server signing. Therefor the TOE uses the cryptographic algorithm and the 
public key of the given signer certificate. Afterwards the TOE calculates the hash value of the original data which was 
server signed. For this operation the TOE uses the algorithm that was specified within the signature. In the following 
the TOE checks whether both hash values are identical. If the hash values differ, an error message is returned. 
Otherwise, the signature verification is performed successfully. 
 
Permitted hash algorithms are (FCS_COP.1/Hash): 
 

• SHA-256, 
• SHA-384, 
• SHA-512. 
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7.3 SF3 – Access Control 
 
The TOE is able to manage Signer, Privileged User, Privileged User Technical, their security attributes as also as its 
own configuration (FIA_ATD.1, FIA_USB.1, FMT_MSA.2, FMT_SMF.1, FMT_SMR.2). Only the Privileged User Admin 
is permitted to modify configuration data (FMT_MTD.1). 
 
The following operations can be performed before (i.e. without) user identification (FIA_UAU.1.1): 
 

• Requesting Create_New_Signer 
• Requesting Signer_Maintenance 
• Requesting Generate_Signer_Key_Pair 
• Requesting Delete_Signer_Key_Pair 
• Requesting Signing 
• Requesting Create_New_Privileged_User 

 
Any other Operations the TOE provides can only be performed after successful identification and authentication of the 
Signer or Privileged User (FIA_UAU.1, FIA_UID.2). Transmitting and receiving user data is performed in a manner 
protected from unauthorized disclosure (FDP_UCT.1). The TOE is able to associate users with roles (FMT_SMR.2). 
 
The TOE authenticates the identity of a Signer or Privileged User indirectly by validating the signature of the given ID 
Token supplied by the request. In addition, the TOE checks the assertions contained with regard to role permissions. 
To get an ID Token the Signer or Privileged User always authenticate against an Identity Provider using a suitable 
authentication mechanism (Username/Password, Hardware Token or eID Card). An ID Token is only be generated by 
an Identity Provider as the result of a successful performed authentication of a Signer or Privileged User. Only when 
the signature of the given ID Token is validated and the assertions are checked successfully and the TOE trusts the 
Identity Provider the claimed identity is authenticated successfully. (FIA_UAU.5.1/Signer and FIA_UAU.5.1/Privileged 
User). 
 
In difference to the Signer and Privileged User the Privileged User Admin its identity is authenticated directly by TOE 
by using Username/Password authentication mechanism. Only when the given Username/Password combination is 
known by the operating system of the TOE the claimed identity is authenticated successfully (FIA_UAU.5.1/Privileged 
User Admin). 
 
The Privileged User Technical its identity is authenticated directly by TOE by using X.509 Certificate authentication 
mechanism. Only when the given X.509 is known and validated the claimed identity is authenticated successfully 
(FIA_UAU.5.1/Privileged User Technical). 
 
The TSF detects when 3 unsuccessful authentication attempts occur suspends the requesting user whether this is a 
Privileged User, a Signer or a Privileged User Admin (FIA_AFL.1). The TOE ensures that a Signer can’t be a 
Privileged User or a Privileged User Admin (FMT_SMR.2). 
 
 
ST Application Note 6 
 
Appendix A – Authentication describes the mentioned means of identification Username/Password, Hardware Token 
or eID Card used for authentication more in detail. 
 
 
The users are then associated to the relevant object which uniquely identifies them and their role within the TOE in 
order to acquire privileges. The TOE defines the roles Signer and Privileged User and Privileged User Admin and 
Privileged User Technical (FMT_SMR.2). 
 
Only users assigned to the role Signer are allowed to use the following operations: 
 

• Signing 
 
Only users assigned to the role Privileged User are allowed to use the following operation: 
 

• Create_New_Privileged_User 
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Only users assigned to the role Privileged User or Privileged User Technical are allowed to use the following 
operation: 
 

• Create_New_Signer 
 
Further, only users assigned to the role Signer or Privileged User are allowed to use the following operations: 
 

• Signer_Maintenance 
• Generate_Signer_Key_Pair 
• Delete_Signer_Key_Pair 

 
Additionally, only users assigned to the role Privileged User Admin are allowed to use the following operations: 
 

• TOE_Maintenance 
 
When a controlled resource is accessed the TOE verifies that the caller meets the required access rules for the 
resource and grants or denies access (FDP_ACF.1/*, FDP_ACC.1/* ). 
 
Only authorised Privileged User will get permission for: 
 

• creating new Privileged User and the security attributes for them, 
• accessing the security attributes of Signer or Privileged User for querying them. 

 
Only authorised Privileged User or Privileged User Technical will get permission for: 
 

• creating new Signer and the security attributes for them. 
 

Only authorised Signer will get permission for: 
 

• creating a signature. 
 
Further, only users assigned to the role Signer or Privileged User will get permission for: 
 

• maintaining the (own) Signer security attributes R.SVD and R.SIGNING_KEY_ID, 
• generating a new key pair and the Signer security attributes R.SVD and R.SIGNING_KEY_ID, 
• deleting a key pair and the Signer security attributes R.SVD and R.SIGNING_KEY_ID. 

 
Additionally, only users assigned to the role Privileged User Admin will get permission for: 
 

• maintaining the TOE configuration data R.TSF_DATA. 
 
If the subject does not have sufficient rights to perform the operation on the object, the TOE denies access and 
generates an error. If no access rules are defined for a resource, the access is denied (FMT_MSA.1/*, FMT_MSA.3/*). 
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7.4 SF4 – Information Flow Control 
 
The TOE implements an information flow control for the subjects Signer and Privileged User and Privileged User 
Admin, Privileged User Technical and assigned operations while performing requests (FDP_IFC.1/Signer and 
FDP_IFC.1/Privileged User). 
 
The information flow control is based on security attributes of the subjects, the identity of the subject and the type of 
request (FDP_IFF.1/Signer and FDP_IFF.1/Privileged User, FDP_UIT.1/SecAttUsr, FDP_UIT.1/SAD). 
 
The following information flow is permitted by the TOE for Signer and Privileged User (FDP_IFF.1/Signer): 
 

• The TOE shall be initialized with TOE_Maintenance before performing requests for other operations. 
• All rules specified for Signing shall be performed by the TOE. 
• The TOE shall not perform any request, if an operation defined by the rules deposited in the TOE cannot be 

performed successfully. 
 

• The TOE shall only allow a Signer or Privileged User to request for 
o maintaining Signer security attributes 
o the generation of a key pair 

when the Signer is already created in the TOE. 
• The TOE shall only allow a Signer and Privileged User to request for the deletion of a signer key pair when the 

Signer is already created in the TOE and a signer key pair is already created and assigned to the Signer. 
• The TOE shall only allow a Signer to request for the creation of a signature when the Signer is already created 

in the TOE followed by the creation of a key pair for the Signer. 
• The TOE shall perform a Signing request based on the accessed Signer security attributes. 
• The TOE shall return the signature as result of a successful Signing request. 

 
The following information flow is permitted by the TOE for Privileged User and Privileged User Admin and Privileged 
User Technical (FDP_IFF.1/Privileged User): 
 

• The TOE shall be initialized with TOE_Maintenance before performing any request for other operations. 
• All rules specified for operations shall be performed by the TOE. 
• The TOE shall not perform any request, if an operation defined by the rules deposited in the TOE cannot be 

performed successfully. 
 

• The TOE shall perform requests for 
o creating Signer 
o creating Privileged User 

by Privileged User based on the accessed Privileged User security attributes. 
• The TOE shall perform requests for maintaining the TOE configuration by Privileged User Admin based on the 

accessed Privileged User Admin security attributes. 
• The TOE shall perform requests for 

o creating Signer 
by Privileged User Technical based on the accessed Privileged User Technical security attributes. 

 
For all requests, the TOE must select and execute the appropriate TOE configuration data and rules based on the 
subject’s identity and/or the request type. 
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7.5 SF5 – Self-Protection 
 
The TOE is a software solution. It is operated in a tamper resistant environment. The tamper resistant environment is 
provided by the TOE environment. In particular, the requirements mentioned under OE.ENV are implemented by the 
TOE environment. Specifically, the TOE is operated in a separately secured network zone of a qualified trusted 
service provider (TSP) that meets the requirements of [EN419241-2] "7.3 Security objectives for the operating 
environment". 
 
To ensure the integrity of the TOE binaries, a SHA-512 hash value of each TOE binary is generated once during TOE 
installation. Thereby the TOE calls a function provided by the underlying operation system, to calculate the hash 
values (SHA-512) and store the hash values in a file. This file is signed by the connected hardware security module 
(SHA-512 and ECDSA 256 bit).[129] The signature of this file and the hash values themselves get verified on each 
start-up of the TOE and upon the request of an administrator. Once the mathematical correctness could be verified, 
the TOE calls a function provided by the underlying operation system, to calculate the SHA-512 hash values of each 
TOE binary. Afterwards the TOE compares the calculated hash values to those stored within the signed file. If the 
signature verification fails or any hash value does not correspond to the hash values stored within the signed file, the 
start of the TOE will abort. 
 
Furthermore the operator of the system receives a digitally signed configuration file (SHA-512 and ECDSA 256 bit) 
used for a secure operation of the TOE. This file is delivered together with the server component binaries. The TOE 
initiates the verification of the mathematical correctness of the signature on each start-up of the TOE. Therefor the 
TOE provides the signature to the HSM, where the signature verification is performed. After a successful verification 
the configuration is loaded into the application memory so that a change of the configuration file causes no effect to 
the behavior of the application. 

  

 
[129] The way in which the signature on the checksum file is generated must be specified finally. 
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7.6 SF6 – Trusted Paths/Channels 
 
The TOE provides per TOE subject 
 

• Privileged User 
• Signer 
• Privileged User Admin 
• Privileged User Technical 

 
and for  
 

• a cryptographic module certified according to [EN419221-5] 
 
a communication channel between itself and the TOE subject which is logically distinct from other communication 
channels (FTP_TRP.1/SSA, FTP_TRP.1/SIC, FTP_TRP.1/RSSA, FTP_TRP.1/Admin, FTP_TRP.1/Technical, 
FTP_ITC.1/CM). 
 
The TOE may initiate communication via a trusted channel to 
 

• a cryptographic module certified according to [EN419221-5]. 
 

The TOE permits 
 

• a cryptographic module certified according to [EN419221-5] 
• Signer remotely through SAK/OS or SSA 
• Privileged User through SSA 
• Privileged User Admin 
• Privileged User Technical 

 
to initiate communication via the trusted channel (FTP_TRP.1/SSA, FTP_TRP.1/SIC, FTP_TRP.1/RSSA, 
FTP_TRP.1/Admin, FTP_TRP.1/Technical, FTP_ITC.1/CM). 
 
A trusted channel is maintained as long and used for as many (even parallel) transactions as desired. If a trusted 
channel is aborted during the processing of an operation the permitted subjects or a cryptographic module certified 
according to [EN419221-5] establish a new trusted channel and determines the status of the request or transaction in 
order to continue with it. 
 
Trusted communication channels in the form of TLS tunnels with mutual certificate-based authentication are set up 
before any communication between the permitted subjects and the TOE. Between a [EN419221-5] certified 
cryptographic module and the TOE, the CM provided 'Secure Messaging' mechanism (see [CMDS]) is used to secure 
the channels. Trusted communication channels used in the following in order to protect integrity and confidentiality 
during transmission and to authenticate requests and responses (FPT_TDC.1). 
 
The implementation of the TLS tunnels complies with the requirements of [RFC8446]. The TOE uses sufficiently 
strong cryptographic algorithms according to [TR02102-2] to secure the trusted channels. 
 
That means only the following cipher suites are allowed and recommended to use: 
 

• TLS_AES_128_GCM_SHA256 
• TLS_AES_256_GCM_SHA384 
• TLS_AES_128_CCM_SHA256 

 
The TOE does not accept weaker algorithms during TLS tunnel setup.  
 
The TLS configuration required for implementing the TLS tunnel is stored in the TOE configuration. On the client side, 
the TLS configuration is configured in the JRE environment. 
 
When using 'Secure Messaging' provided by the CM a session between the cryptographic module and the TOE is 
negotiated using the Diffie-Hellman key agreement protocol resulting in a session encryption key and a session MAC 
key. Both keys are AES-based and have got a length of 256 bit. Additionally the CM provides signatures over the 
answer data calculated with the HSM Authentication Key (a 3072 bit RSA key). The Signatures can be used for 
authentication of the CM towards the TOE. Using 'Secure Messaging' every command and answer sent to or received 
from the CM is encrypted and protected with a MAC (AES with CMAC). 
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9. Abbreviations 
 
AES Advanced Encryption Standard 

ACM Agreed Cryptographic Mechanisms 

CA Certification Authority 

CC Common Criteria 

CCM Counter with CBC-MAC 

CM Cryptographic Module 

CMAC Cipher-based Message Authentication Code 

DVD Digital Versatile Disc 

EN European Committee for Standardization 

DTBS Data To Be Signed 

DTBS/R Data To Be Signed Representation 

EAL Evaluation Assurance Level 

ECDSA Elliptic Curve Digital Signature Algorithm 

eID Electronic Identification 

eIDAS Electronic Identification, Authentication and Signature 

FIPS Federal Information Processing Standard 

GCM Galois/Counter Mode 

HMAC Keyed-Hash Message Authentication Code 

HSM Hardware Security Module 

ISO International Organization for Standardization 

JRE Java Runtime Environment 

KMIP Key Management Interoperability Protocol 

PIN Personal Identification Number 

PKCS Public-Key Cryptography Standards 

PP Protection Profile 

PSS Probabilistic Signature Scheme 

QSCD Qualified electronic Signature/Seal Creation Device 

RFC Request for Comments 

RNG Random Number Generator 

RSA Rivest Shamir Adleman 

SAD Signature Activation Data 

SAM Signature Activation Module 

SAP Signature Activation Protocol 

SAR Security Assurance Requirement 

SCA Signature Creation Application 
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SCAL Sole Control Assurance Level 

SCDev Signature Creation Device 

SHA Secure Hash Algorithm 

SIC Signature Interaction Component 

SFP Security Function Policy 

SFR Security Functional Requirement 

SOGIS Senior Officials Group Information Systems Security 

SSA Server Signing Application 

SSASC Server Signing Application Service Component 

SSSRv Server Signing Service 

ST Security Target 

SVD Signature Validation Data 

TAN Transaction Authentication Number 

TLS Transport Security Layer 

TOE Target of Evaluation 

TSF TOE Security Functionality 

TSP Trust Service Provider 

TW4S Trusted System Supporting Server Signatures 

WG Working Group 
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Appendix 
 

Appendix A – Authentication 
 
If a User is registered with the SSASC for Server Signing to become a Signer and thus possesses a Signer Certificate, 
he is basically able to initiate Server Signing with the SSASC. For each process of Server Signing, the Signer has to 
authenticate himself at the SSASC, more precisely the SAM. 
 
The following authentication methods are particularly suitable: 
 

• Username/Password 
• Hardware Token 
• eID Card 

 
Username/Password 
 
This is a simple authentication method by using a user ID and password to prove an identity. Only one factor is used 
for this authentication. This factor consists of username and password, therefore in the form of knowledge, which is 
e.g. queried by a web application in the form of a login mask. This authentication method alone is prone to 
compromise (recording, replay, social engineering, etc.). In order to use this authentication method for Server Signing, 
it must be extended by a second factor. A procedure for issuing TANs (e.g. by mobile phone) is suitable for this 
purpose. 
 
Hardware Token 
 
This type of authentication is an advanced authentication method. It uses 2 factors to authenticate a user. The 
hardware token, e.g. a smartcard, represents the factor possession, which has to be proven in the context of an 
authentication. The second factor knowledge is realized by means of the so-called PIN, a mostly multi-digit number, 
which has to be indicated during the authentication in connection with the hardware token. In contrast to 1-factor-
based authentication, the user is protected against unauthorized authentication even if a factor is lost (forgotten, spied 
on, etc.). In contrast, this type of authentication requires the use of additional hardware (e.g. card readers). 
 
eID Card 
 
Electronic identity cards or eID cards represent an additionally secured 2-factor-based authentication method. Here, 
the factors possession and knowledge are applied in the form of the so-called online ID card function (as with 
hardware tokens) (card/PIN). The strong authentication or trustworthiness is ensured by the state issue of the chip 
card, the use of strong cryptographic protocols as well as mutual authentication and limitation of read-out data (read-
out service providers require an authorization certificate). In addition, national eID cards in the sense of the eIDAS 
Regulation and the mutual recognition it aims to achieve also offer the potential for Europe-wide use. 
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